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DOCKER SECURITY CHEAT SHEET

For more in depth information about Docker security please refer to:
“Using Docker. Developing and Deploying Software with Containers”

mall part i By Adrian Mouat, Publisher: O'Reilly Media

vith multi plé layers

TYPES OF SECURITY THREATS
AND HOW TO AVOID THEM

KERNEL EXPLOITS
If a container can
cause a kernel panic
or similar, it will bring
down the whole host.

DENIAL OF SERVICE
(DOS) ATTACKS

All containers share
kernel resources. If one
container monopolizes
access to a resource,

it will starve out the
other containers.

CONTAINER
BREAKOUTS

If an attacker can
breakout of a container,
they can gain access

to the host and other
containers.

POISONED IMAGES
Images may be injected
with trojan or virus
infected software. Or
they may simply be
running outdated,
known-vulnerable
versions of software.

COMPROMISED
SECRETS

AP| keys and database
passwords must be

kept secure to prevent
attackers gaining access.




