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Code Injection Basics

= “Code Injection” refers to technigues
used to run code in the context of an
existing process

= Motivation:

e Evasion: Hiding from automated or human
detection of malicious code
* IR personnel hunt for malicious processes

e Impersonation: Bypassing restrictions
enforced on a process level

= Windows Firewall, etc
= Pwdump, Sam Juicer




User Mode Injection Techniques

= Technigues
e Windows API
« Applnit_DII

e Detours
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Injecting code via the Windows API

= Somewhat surprisingly, the Windows AP
provides everything you need for process
Injection

= Functions:
e VirtualAllockEx()
e WriteProcessMemory()
e CreateRemoteThread()

e GetThreadContext() /
SetThreadContext()

e SetWindowsHookExX()




1. OpenProcess

evil.exe (pid = 2222)

payload = OxCC

hProc = 400

iexplore.exe (pid = 3333)

OpenProcess(3333)

Handle = 400

Kernel (via kernel32)
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2. VirtualAllocEx

evil.exe (pid = 2222) iexplore.exe (pid = 3333)

New section
Base address = 0x4000
Size = 256 bytes

N

payload = OxCC

hProc = 400

base = 0x4000

VirtualAllocEXx(

hProc, base = 0x4000
«  0x4000, <

256,
)

Kernel (via kernel32)
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3. WriteProcessMemory

evil.exe (pid = 2222)

payload = OxCC

hProc = 400

base = 0x4000

iexplore.exe (pid = 3333)

Base address = 0x4000

New section

Size = 256 bytes

*(

0xCC j

WriteProcessMemory(
hProc,
base,
payload,
1

)

Kernel (via kernel32)
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4. CreateRemoteThread

evil.exe (pid = 2222) iexplore.exe (pid = 3333)

- New section
payload = 0xCC Base address = 0x4000

hProc = 400 Size = 256 bytes

[ 0xCC }\
base = 0x4000

Threadld = 11

New Thread
Id=11
Start Address = 0x4000

CreateRemoteThread(
hProc, _
SecAttribs = NULL, < Threadld = 11
StackSize = 1024,
0x4000

)

Kernel (via kernel32)
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#Inject an Infinite loop Into a running process

import pydbg

k32 = pydbg.kernel32
payload = “\XEB\XFE~
pid = 1nt(args[0])

h = k32.0penProcess(PROCESS ALL_ACCESS,\
False, pid)

m = k32_.VirtualAllocEx(h, None, 1024,\
MEM_COMMIT ,\
PAGE_EXECUTE_READWRITE)

k32 _WriteProcessMemory(h, m, payload,\
len(payload), None)

k32 .CreateRemoteThread(h, None, 1024000,

m, None, O, None) 10



Better Payloads

= Breakpoints and Loops are fun, but what about
real payloads?

= |f we directly inject code it must be “position
iIndependent”

= Any addresses that were pre-calculated at
compile time would be wrong in the context of a
new process
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Better Payloads

= Building large position independent payloads is
possible, but not trivial

= However, DLL injection is much simpler

= DLLs are designed to be loaded in a variety of
processes, addresses are automatically fixed
up when the DLL is loaded
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DLL Injection

= Use the basic process we just described
= DLLs are loaded using kernel32!LoadLibrary

= Kkernel32 is at the same address in every
process —> we know its address in the remote

process (ignoring ASLR)

= Allocate space for the name of the DLL to be
loaded, then create a thread with a start
address that points to LoadLibrary
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#DLL Injection Excerpt

import pydbg

k32 = pydbg.kernel32
pid = 1nt(args[0])
dliIname = args|1]

h = k32.0penProcess(PROCESS ALL ACCESS,\
False, pid)
k32_.VirtualAlloceEx(h, None, 1024,\
MEM_COMMIT ,\
PAGE_EXECUTE_READWRITE)
k32 _.WriteProcessMemory(h, m, dllname,\
len(dlIname), None)
k32 .CreateRemoteThread(h, None, 1024,
k32.LoadLibrary, m, O,
None) 14

m



User Mode API Variants

= Rather than create a new remote thread, we

can hijack an existing thread using
GetThreadContext, SetThreadContext

= SetWindowsHookEXx can also be used to inject

a DLL into a single remote process, or every
process running on the current Desktop
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SetWindowsHookEXx

= SetWindowsHookEx defines a hook procedure
within a DLL that will be called in response to
specific events

= Example events: WH_KEYBOARD,
WH_MOUSE, WH_CALLWNDPROC, WH_CBT

= \Whenever the hooked event is first fired in a
hooked thread, the specified DLL is be loaded
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Permissions and Security

= To open a process opened by another user
(including SYSTEM), you must hold the
SE DEBUG privilege

= Normally SE_ DEBUG is only granted to
member of the Administrator group

= However, even If you are running as a
normal user, malware can still inject into
another process that you own
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Injecting code via Applnit._ DLLs

= The Applinit_DLLs registry value provides
another convenient method of DLL

Injection

4 Registry Editor
Fle Edit View Favorites Help
¥ Type 1 Installer

(3 Userinstallable.drivers

..._.j I'l'.'hlldf
£3 Windows
= _.._.j WA |r|r||'r I".Il n

aw "F"J-E ents
-1 Windows Script Host
(2 windows Scripting Host

4

Fa

MName
éﬂfnemuw
|.a_h‘ e
*""] Dev It:l:[ lotSelectedTimeout
[#%] GDIProcessHandleQuota

@b TransmissionRetryTimeout
'F-l_{l USERProcessHandleQuota

Type

REG_S7
REG_S57
REG_S7

REG_SZ
REG_SZ
REG_SZ

Data

(value not set)
backdoor.dll keylog.dl
1 { oy

REG_DWORD

WES

':.I [']

REG_DWORD

My Computer\HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows
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Injecting code via Detours

= Detours is a library developed by Microsoft
Research in 1999

= The library uses the same techniques
already described, wrapped up in slick
package
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Detours Features

= Function hooking in running processes
= |mport table modification
= Attaching a DLL to an existing program file

= Detours comes with great sample
programs:
« Withdll
 Injdll
o Setdll
e Traceapl
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Setdll

= Detours can add a new DLL to an existing
binary on disk. How?

= Detours creates a section named
“.detours” between the export table and
debug symbols

= The .detours section contains the original
PE header, and a new IAT

= Detours modifies the PE header to point at
the new IAT (reversible)
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Setdll Demo

r

i, PEview - C:\temp\notepad.exe
Fle View Go Help
T OO LaEs B AMETIECRE

= notepad. exe pFile Data

Description “alue

IMAGE _DOS HEADER
Mo-D05 Stub Program

IMAGE MT HEADERS
IMAGE_SECTION HEADER text
IMAGE_SECTION HEADER .data
IMAGE SECTION HEADER rsrc
IMAGE _SECTION HEADER detour
SECTION text

SECTION .data

SECTION .rsrc

SECTION .detour
IMFORT Marme Table

IMPORT Hints/Mames & DLL Mames

IMPORT Directory Tahle

Viewing IMPORT Name Table
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0o010F A3
O0010F A
0o010FB0
0o010F B4
0oo10FEs
aoo1orFge
0oo10Fco
0oo10Fc4
Ooo10Fca
aoo1oFce
0oo010FDo
00010F D4

00014580
Ooo14965
Ooo149C2
00014902
aoo1490E
Ooo0143F2
0001440z
00014412
Ooo14A20
0001443
00014440
A000000o

Hint/Mame RYA
Hint/Mame RE%A
Hint/Mame RYWA
Hint/Mame RYA
Hint/Mame REY%A
Hint/Mame RE%A
Hint/Mame RYWA
Hint/Mame RY%A
Hint/Mame REY%A
Hint/Mame RE%A
Hint/Mame RYA
End of Imports

0290 exit
00A3  acmdin

A060
0136
H09A,
HoBG
aosa
a0s&
=

__getmain:
_initterm

__zeftusern
_adjust fdr
__p__comr
__p__fmod
__set_app_

00DE  controlfp
0330 wosncpy
msver. dll

aooTorZ0
O0010FZ4

=y
A0000000

CUrdinal
End of Imports

oo
listener. dll

£




Setdll Demo

To help protect your computer. Windows Firewall has blocked some
features of this program.

Do you want to keep blocking this program?

Mame: Motepad

Publisher: Microsoft Corporation

Keep Blocking | l Unblock | | Ask Me Later

Windows Firewall has blocked this program from accepting connections from the Internet or
a network. If you recognize the program or trust the publisher, you can unblock it When
should | unblock a program?
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Avoiding the Disk

= When we perform DLL injection,
LoadLibrary expects the DLL to be on

the disk (or at least an SMB share)

= The Metasploit project eliminates this
requirement using a clever hooking
strategy

= By hooking functions that are involved In
reading the file from disk, they fool
Windows into thinking the DLL is on disk
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Meterpreter

= Hook - Call LoadLibrary = Unhook

= Hooked functions:
 NtMapViewOfSection
* NtQueryAttributesFile
* NtOpenFile
* NtCreateSection
* NtOpenSection

= See remote_dispatch.c and libloader.c in
MSF 3.0
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Meterpreter Demo

/§ Metasploit Framework Web Console v2.4 - Microsoft Internet |

Fle Edit View Favorites

k-
k-

-
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Poison Ivy RAT

= Tons of malware uses Code Injection

= We'll quickly dig into the detalls of one
example 1)

lzon

= Build b

fersion 2.2.1 \Connections jBuild {Setiings 4Stats fAbout{  Port: 0 Connection(s): C
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Poison Ivy Capabilities

bh_vm [192.168.61.130] - Poison lvy

@@ Information
hanagers
|| Files

- Search
ab| Regedit
ani Search

L7 Services
Installed Applications
| Windows
Tools
=% Relay
& Active Ports
& Facket Analyzer
B Femote Shell
4 Password Audit
_} Cached
g5 NT{NTLM Hashes
M ovwiiraless
Survelllance
Feyw Logoer
@4 Audio Capture
4| Screen Capture
= WWebcam Capture
=i Administration
o EditlD
7 Share

Downloa
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* | Processes: 24

Image Mame

System Idle Froc...
System

SMSS EXE
CSRE5EXE
WINLOGOMN . EXE
SERVICES EXE
LSASS EXE
svchostexe
spoolsy.exe
msdtc.exe
svchostexe
LLSERY EXE
FESWC. exe
mstask.exe
Winhgmt.exe
svchostexe
dfssvc.exe
inetinfo.exe
svchostexe
explorer.exe
YU Sy exe
wlauchexe
ChDO.EXE

£

0B/s

CFU Usage: 0% Mem Usage: 64.95 MiB

YSystemBPooth System3gismss exe

VETACAWINMNT  syvstem 32 ywinlogon.exe
CAWANMNTY syvstem 32\ services exe
CAWINMNTY svstem 32 |sass exe
CAWINMNT Y syvstem 32 svchost exe
CAWINMNT Y syvstem 32 spoolsv.exe
CAMWANMNTY System32msdic.exe
CAMWANMNTY System32h svchost exe
CAWANMNTY System32hllssry exe
CAMWINMNTY system 32 regswo.exe
CAMWANMNTY syvstem32\MSTask exe
CAMWANMNTY System 32 VWWEBE MY Winkgmt exe
CAWANMNT Y system 32 svchost exe
CAMWANMNTY system 32 Disswvo.exe
CAOMWANMNTY Syvstem3dhinetenAinetinfo exe
CAMWANMNTY Syvstem3dh svchost exe
CAMWANMNTY Explorer EXE
CAOMANMNTRAD DY MU S exe
CAWANMNTY system 32 wuaucl exe
CAMWANMNTY syvstem32iomd exe

Uploac

FID

0

i
160
184
1380
23z
244
460
430
508
b3z
660
B64
2
048
el
el
420
1208
708
1184
1372
1060

Threads: 290

0B/{s

Process Manager

Thre...

1

3b
B

10
14
40
20
10
14
P
14

CPU Memr

94 16 Kil
216 K
J44K
1.66 b
193¢+
6.30+
4734
3158
389+
478+
L
1714
g28 K
2.hgt
492 K
4.30+
1304
g.70+h
280+t
1.63 ¢+
1324
286 b
920K »

b

ek

e I s s N s Y s e Y o s s e Y e ) s s R s e L e R e e}

Handles: 4518
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Step 1: Inject to Explorer

= Poison lvy client immediately injects to
Explorer and then exits

= Output from WIinApiOverride32 for pi.exe
N

out  Pr eb(hS Jacd et ; —II th3zProcessID=0x350C k..
In i
gt

In

gk

In

In

In

gk

In

gk

In .

iz ':rl":||'l"F'l"FIIl_l|'l:'T|'Ir E||:|I I'|F'r|

-- CloseHandle{hObject: OxdadC

BE In TlsFree{dwTlsIndex:0x1)

n

[ N ]

n

n
N

in
n

n on
=] T

|'=I'|

tn
1 w0

W O L

[m .
2

[ ]

:l'
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Step 2: Inject again to msnmsgr.exe

= Explorer.exe injected code then injects again...

= |nterestingly, Pl does not grab the SE_ DEBUG
orivilege, so we can’t inject in many existing
Drocesses

= Qutput from WinApiOverride32 for explorer.exe

In I::I:r'n:rr||:|i|::l|:|'_=-tr'iruj1 {047 7F0S0: "msiexe., g’ I|:|'_=-I:r'iru;|;-7_-'.: Dx4a70442 :."rru::rurru::n_;lr' . E!Z:-:Z.E!"::I
Cuk  Process3zMext(hanapshok:0x414, lppe: Ox477F05C: {dwsSize=296,cntUsage=0,th3, ..
In  Iskrcmpillpstringl :0xd77F0E0: "msnmsgr . exe” |pSkhing2:0x46 70442 "msnmsgr exe")

In  CloseHandlelhObjeck:0xd14)

In CpenProcessidwDesiredAccess: 0x1FOFFF, bInheritHandle: 00, dwProcessId: 0x5ES)
gk [ 1 0 _
In v 2 0x4B6C IpBasefddress: 0x02870000; Bad Pointer,|p. ..
Cuk  virkualallocEx hProcess: Ox4BaC, IpAddress :0x00000000; Bad Paointer, dwSize: 0xB53, ...
In o
ok CreateRemoteThreadihProcess: Ox4B6C, |pThreadaktributbes: Ox00000000: Bad Poink, ..
In  CloseHandlelhObject:Ox4B6C)

“AN DIANT



Did it Work?

HPrucess Explorer - Sysinternals: www.sysinkte

File ©Options Wiew Process Find Handle Help

B O =EEN S5 A _

Frocess PID | CPU | Descnptlnn | Cormpary MName

= E.':'_JI explorer. exe arz Woindios EHpIn:urer ticrozoft Corporation
TWMUS rve. exe 1184 Virtual Machine User Services  Microsoft Corporation
"-.-"M wareT ray. exe 1128 WhdweareT ray Whiware, [hc.
"M Mwarell zer exe 1124 Widwarel ser Wiware, [nc.
< procesp.ese 360 . Syzinternals Process Explarer  Sysinternals
{i MEnmEgr. exe 1436 Meszenger Microsoft Corporation

4| | B

Name .

HKLM 'xS‘T’STEM"»EDntrDIS etIIIEI'I "»S erw::es"»T n:plp"»Llnkage
HELkASYS TEMYControlSet00145 erviceshT cpiptParameters
HELMMWSYS TEMMControlS et001 S ervices\MetB T\Parametershnterfaces
HELMAWSYS TEMYControlSet001\Services\MetE T\Parameters
4B azeM amedbjectzhR azFPbFile

A Likank "B azeM armeddbjectzh)WVogd, [4

Part %APC Control\OLE 703090 36CA7C454699E 2EG3899E 2

Section 4B azet ameddbjectzhMezzengerl AL

Section %BaseM amedObjectsh_R_000000000049_SkMem__

CPU Usage: 3.85%: Commit Charge: 14.32% |Processes: 27

HANDIANT e



e

Where Is the evil?

=101 x| <=

=181 x|

SE9F BEE4EE0EE
2027 DEEzEEE0

| mow ebi,dword ptr ds:ledi+4861]

lea ean,dword ptr ds:ledi+208]

| push ean

@
FF27 ESBZ88an
SE0E
~7d 10
SOYE 22 82
TS BF

| test ebu,ebu

| emp Esi, e

H27DESCE | | push &4
B2 FOESCT |

H CH| FF98 ASHHEEEE
E67E 28 @z

| Hor esi,esi
| push &4

FF99 ASHEHEEE
SE4E BLC
S3E5 21910008 B
~BFEE CAFAFFFF
62 DRESBEREDG

| dnz B27DEEEF
| pu=sh 2680E
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| Je short B27DASDS
locrmp bute prtr dsilebn+281,2
| Jnz short B27DES0DE

|zall dword ptr ds:[edi+2E2]

== 1]
| jmz short B270BE0E8

| Moy ead, dword ptr ss:[ebp—d441]
|call dword ptr ds:leax+HS5]
locrmp byte prtr dsilebn+281,2

| Je short B27DASES

| dmp short B270ESES

| mow ead,dword ptr s=:[ebp—441]
|call dword ptr ds:leax+H5]

| Moy ead,dword ptr ss:1lebp—d441]
cmp dword ptr de:leax+1211,8

Address jalze |Dunelaeqjcnntain5 |Tgpelncc955 |Inltlal Happiﬂj Hddreai |Stack |Prncedure Soarquments |called from | Frame | &
B25CFRER| ABAE] 16EA stack of thiPriv|Rl Guaj Rl H292F0BC | FCS9H22F | == ntdll. /FFEE2AZ KERHELZZ. FCE9RZ280 | @298F002
B2CEERAE | BEEEZ2EEE Priwv| RWE RUWE | AZ92F00C| PCE9AZEA| KEHHELEE SleepEx KERMELZZ2. FCE9AZEE | B298F00E|
s e oo e B |
riv| | 2 | | |
B27VERER | ABERSEEA Friv| Rl Rl d_J B292FDES | B2F0ESES| T ludss KEHHELSE.?EE?HEEH B270ES0F B229FFE4 |
B27CH0EE | BREECEEA Priw| Rl Rl | |-
B2 7DEEEE | BEEE]BEA Friv| BWE EWE
B2TEAREE | AEEE1REA Friv| EWE RWE ‘hjd_Jd_J
G2 PFBEEE | BH0E]EEE Pr iv| RUE RUIE Thread !
g%g?gggg;gggg%ggg Eitﬂ?gﬁg EﬁE Ident ]Entry ]Data blnckiLait SO |Statu5 |PrLDrLty|Uier tiME u
FESERAEER | BREE1EEE Friul RIE RUE BEEEEZEC | BEEEEHEE| FFFOEEEE | ERROE_ICO_PEMOING | Act ive 22 + 6 | B, 636
FZE23P0E8 | BERE 1 BEA Priv| RWE RUWE BEEREZ22 BRR0ERAE| PFEOSEER | ERROR_SUCCESS (081 Aot ive S20+ 8 | 4, Baag
FZ248608 | BEEE1 668 Friul RIE RUE HEEEAZCE | HEEEHEEE | FFFOEER ERROF_SUCCESS (8@l Act ive J2 + | M, HEEE
BEBEEBEB; BEEE1686G Priv| RUE RUE BEBEAEAC | AOAREEERE| FFFOBBEE EHHDFLSUECESS [E'IBL Act iue 22+ 8 A. 5888
BZSEEE0E| HHEE1EHE Friul RIE RUE HEREES | BEEaEEaaE) FFFORDEE ERROF_SLUCCESS (88l Aot ive g2 + A M. 8184
AZETERRE | AREE1EEE| | | Eriv BUE BUWE BEEEBEEBZ?EE?E?EEI?FFDDEBE ERROF_SILCCESS (881 Act ive 32 + 08 A, BEEEA
EZ222EH8E | BEEE]BEA | | Friv| EWE RWE _:J _:j
B2924E60E8 | BREE1BEE| | | Priv| Bl Gual Rl | | |
[& cru - thread 00000328 -0l x|
@ NN [ o ean, dunrd ptr ds: [ebu+4] | =l Reqicters (FPU) F; 2 i =
5 S5CaE | test sax, & EQ [E T
w74 B4 | Je short BE?DBEH4
SB0S | mow ebi, eax
~EB B& | dmp short GEFOESAR



Kernel Process Injection
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Two Halves of the Process

= User land processes are comprised of two
parts

e Kernel Portion
* EPROCESS and KPROCESS
= ETHREAD and KTHREAD
= Token
= Handle Table
= Page Tables
= Etc.
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Two Halves of the Process

= User land Portion
* Process Environment Block (PEB)
e Thread Environment Block (TEB)
* Windows subsystem (CSRSS.EXE)
e Etc.
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Kernel Process Injection Steps

= Must find suitable target
« Has a user land portion

 Has kernel32.dll and/or ntdll.dll loaded in its address
space

 Has an alterable thread (unless hijacking an existing
thread)

= Allocate memory In target process

= Write the equivalent of “shellcode” that calls
LoadLibrary

= Cause athread in the parent to execute newly
allocated code

e Hijack an existing thread
 Create an APC
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Allocate memory in parent process

= Change virtual memory context to that of
the target

o« KeAttachProcess/KeStackAttachProcess

o ZwAllocateVirtualMemory
* (HANDLE) -1 means current process
= MEM_COMMIT
* PAGE _EXECUTE_READWRITE
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Creating the Shellcode

= “shellcode” that calls LoadLibrary
e Copy function parameters into address space

e Pass the address of function parameters to
calls

e Can use the FS reqister
* S contains the address of the TEB
= TEB has a pointer to the PEB
= PEB has a pointer to the PEB_LDR_DATA
= PEB LDR_DATA contains all the loaded DLLs
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Creating the Shellcode

= As an alternative to using the FS register
e Find the address of ntdll.dll from the driver
e Parse its exports section

e Does not work with all DLLs

= Only address of ntdll.dll returned by
ZwQuerySysteminformation
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Thread Hijacking

= Cause athread in the parent to execute
newly allocated code - Hijack an existing
thread

e Locate a thread within the parent process
e Change its Context record
 Change Context record back when done

= Problems:
* Low priority threads
* Blocked threads
e Changing Context back
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Thread Context Hijacking

= Hijack and Context records

= Ikd> dt ntt. CONTEXT

. +0x000 ContextFlags : Uint4B
= +0x004 Dr0O : Uint4B

= +0x008 Dr1 - Uint4B

= +0x00c Dr2 : Uint4B

= +0x010 Dr3 - Uint4B

= +0x014 Dr6 - Uint4B

= +0x018 Dr7 - Uint4B

= +0x01c FloatSave . _FLOATING_SAVE_AREA
. +0x08c SegGs - Uint4B
. +0x090 SegFs : Uint4B
= +0x094 SegEs : Uint4B
= +0x098 SegDs : Uint4B
= +0x09c Edi - Uint4B

= +0x0a0 Esi : Uint4B

= +0x0a4 Ebx : Uint4B

= +0x0a8 Edx : Uint4B

. +0x0ac Ecx : Uint4B

= +0x0b0 Eax : Uint4B

. +0x0b4 Ebp - Uint4B
. +0x0b8 Eip : Uint4B

. +0x0bc SegCs - Uint4B
. +0x0c0 EFlags - Uint4B
. +0x0c4 Esp : Uint4B

. +0x0c8 SegSs : Uint4B

+0x0cc ExtendedRegisters : [512] UChar
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Alternative Method: APC

= Cause athread in the parent to execute
newly allocated code - Create an APC

e Threads can be notified to run an
Asynchronous Procedure Call (APC)

 APC has a pointer to code to execute
* To be notified, thread should be Alertable
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Alertable Threads and APCs — MSDN

Parameter

Settings of

KeWaitForXxs Special Kernel-Mode
Routines Eﬁ!

MHMormal Kernel-Mode

Delivered Delivered
and and
Exnecuted? Executed?

alertable = If (AY then If {B) then
TRUE Yes Yes

waitMode =
User

Alertable = If {AY then If {(B) then
TRUE TYes Yes

W aittiods =
Kernel

Afertablse = If {AY then If {B) then
FALSE Tes TYes

W atode =
User

Alertable = If (AY then If {B) then
FAL=E Yes Yes

W aftMode =
Kernel

A, IRQL = [EE LEYEL

User-Mode

Mo (since
W it iocds
= Kernel)

Mo (since
Alertable
= FALSE)

Mo (since
Alertabls
= FALSE

and since
W zitMode
= kernel)

Delivered
and
Executed?

Yes, atter
thread

returns to
user mode

Mo

MNo (with
exceptions,
Ex., ™ to
terminate)

Mo

B. IRQL = [I® LE¥EL, thread not already in an BN, thread not in a critical section
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Finding an Alertable Thread

PETHREAD FindAlertableThread(PEPROCESS eproc)

{
PETHREAD start, walk;

if (eproc == NULL)
return NULL;
start = *(PETHREAD *)((DWORD)eproc + THREADOFFSET);
start = (PETHREAD)((DWORD)start - THREADFLINK);
walk = start;

do

{
DbgPrint("Looking at thread 0x%x\n",walk);

if *(PUCHAR)((DWORD)walk + ALERTOFFSET) == 0x01)
return walk;
walk = *(PETHREAD *)((DWORD)walk + THREADFLINK);
walk = (PETHREAD)((DWORD)walk - THREADFLINK);
twhile (walk != start);

return NULL;
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Kernel Process Injection Demo
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Memory Analysis

= Motivation

* APIs lie. The operating system can be
subverted.

= Example: Unlink injected DLLs from the
PEB LDR_DATA in the PEB.

= Example: Hooking the Virtual Memory Manager
and diverting address translation.

e APIs are not available to “classic” forensic
Investigations — offline analysis

“AN DIANT




Memory Analysis

= Requirements
* No use of APIs to gather data.

 Ability to use any analysis solution on both live
memory and offline memory image dumps.

(Implies the ability to do all memory translation independently.)

e Do not require PDB symbols or any other operating
specific information.
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Steps to Memory Analysis

= Ability to access physical memory

= Derive the version of the OS — important to
know how to interpret raw memory

= Find all Processes and/or Threads

= Enumerate File Handles, DLLs, Ports, etc.
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Steps to Memory Analysis

= Virtual to Physical Address Translation
e Determine If the host uses PAE or non-PAE

* Find the Page Directory Table — process
specific

e Translate prototype PTEsS

« Use the paging file
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Derive the version of the OS

* Find the System Process

 Allows the derivation of:
= The major operating system version in guestion
= The System Page Directory Table Base
* HandleTableListHead
* Virtual address of PsinitialSystemProcess
= PsActiveProcessHead
= PsProcessType
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Operating System Version

* Find the System image name

= Walk backwards to identify the Process
Block

= The spatial difference between major
versions of the OS is enough to begin to
tell us about the operating system version
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Operating System Version

= Drawback: Ghosts

 There can be more than one System Process
= Open a memory crash dump in Windbg
= Run a Windows operating system in VMWare

e Solution:
= Non-paged kernel addresses are global

= \We know the virtual address of
PsActiveProcessHead

= PsActiveProcessHead and other kernel addresses
should be valid and present (translatable) in both
live or dead memory
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Memory Translation

= PAE vs non-PAE

 Different ways to interpret the address tables

* The sixth bit in the CR4 CPU register
determines if PAE iIs enabled

e Problem: We do not have access to CPU
registers in memory analysis

e Solution?

= Kernel Processor Control Region -> KPCRB ->
KPROCESSOR_STATE ->
KSPECIAL REGISTERS -> CR4
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Memory Translation

= CR4 Heuristic

e Page Directory Table Base and the Page
Directory Table Pointer Base look very
different.

* CR3 is updated in the KPCR

e This can be used to identify a valid Page
Directory Table

 The Page Directory can be used to validate
the PsActiveProcessHead
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Enumerating Injected DLLS

= Problem:
e APIs lie.

 Malware can unlink from the
PEB LDR_DATA lists of DLLs

= Solution:
 Virtual Address Descriptors (VADS)
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VADSsS

= Self balancing binary tree [1]

= Contains:
 Virtual address range
 Parent
 Left Child and Right Child
* Flags — Is the memory executable
e Control Area

1. Russinovich, Mark and Solomon, Dave, Microsoft Windows Internals, Microsoft Press 2005
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A Memory Map to a Name

= VAD contains a CONTROL_AREA

* CONTROL_AREA contains a
FILE OBJECT

= A FILE_OBJECT contains a
UNICODE_STRING with the filename

= \We now have the DLL name
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Demo

“AN DIANT



Conclusion
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Questions?

= Email: jamie.butler AT mandiant.com
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