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» Object identification

v Type reconstruction

> Class layout reconstruction @@%
v ldentify constructors/destructo&@@
lon

ldentify class members @
Local/global type re
Associateo@bj@@it exact method calls
> RTTI '“hstruction
@@Q reconstruction
Associate vftable object with exact object
v Class hierarchy reconstruction
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Vector<Consumer> Vector<Command Executor>

DB_Query ClanCmd FileCollect Driller GetConfig

Mobile
Consumer
Cmd Vector<Task>
Consumer
IDLER CmdEXxec Sniffer Munch FileFinder
Lua
Consumer
Vector< De$yedTasks>
Media
Consumer Euphoria Shats L35 Frog Beetlejuice

Supplier Sender
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x18256aa8
x18256bb6
Aax18256bd8
x182679a0
¥18267a90
Ax18267 b8
Bx18267bcd
¥18267dfo
Ax18267 =40
Bx18267 =90
N18267F10
Ax18268118
Bx18268128
X18268260
Ax18268478
ax182684:=0
X1826856C
Ax18268688
Ax18268d78
x18268T80
¥182693cH
Bx18269490
x182694F0
18269550
Ax18269768
Bx182697dc
¥18269818
Ax18269874
Bx18269a2cC
¥18269bd48
Ax18269bc8
ax18269c48
x18269210

ax18256afc:
Bx18256bds
ax18256bfa:
Bx18267918
Bxlé2befacc:
ax18267brc:
Bx18267bds
Ax10267 40
Bxl1826TeBa:
Bx18267 b
Bx10267+34:
ax190268128:
@x182681a4 ;
Bx18268298.;
Bxl182684a8:
ax1826853c:
Bx18268596;
ax182686bc :
ax18268dd4a :
Bx18268fe8:
Ax102693d6:
ax182694ec:
Bx1826954C.;
Bx182695ac
ax182697dc:
@x18269818.:
Ax18269874:
ax18269884 :
@x18269a68:
Bx18269bbc :
Bx18269c3c:
@x18269chsd ;
Bx18269=84 ;

VECTOR_DATA_Z WTABLE
FILE_MAPPING_1 VTABLE
GLOBAL_EVENT_1 VTABLE
PROCESS _HAMNDLE_VTAELE method count: 28

THREAD HAMNDLE_VTABLE method count: 15

FILE_VTAEBLE_® method count: 29

EVENT_VTABLE method count: &

PROCESS HAMNDLE _VTABLE @ method count: 20
EVENTGLOBAL_HZ VTABLE method count: 16
KASPER_EVENT_ENTRY _VTAELE method count: 8

TOKEN _HANDLE_VTABLE method count: 9

USTRING _REG_PATH_VTAEBLE method count: 2

FILE_1 wvTable method count: 31

ENC_2 VTABLE method count: 14

ZLIB HLPR_VTAELE method count: 12

ENC_3 VTABLE method count: 23

SYSTEM_HANDLE_INFO _VTAEBLE method count: 9
DICT_1_VTABLE method count: 13

MAIM_VECT_ 3 VTABLE method count: 23
COMCOL_HAMNDLER_VTAELE method count: 26
CMD_EXECUTER_VIPER_VTAELE method count: 4
MAIM_VECT_1_ VTABLE method count: 23

MAIN_VECT_2_ VTABLE method count: 23

MAIN _VECT_ 4 VTAEBLE method count: 23

MAIMN _VECT_ 2 IDLER_VTAEBLE method count: 29

_MATIN _VECT_2_IDLER_VTAELE method count: 15

VECT _VTABLE method count: 23

MAIN VECT_ 4 TIME_UPDATER_VTABLE method count: 4
MAIMN = VECT_1 VTABLE method count: 15

MAIM VECT_ 2 HNT_VTABLE method count: 29

MAIN _VECT_2 WOLUME_SUPPLIER_VTAEBLE method count: 29
MAIN VECT_2_ VIRTUAL VOLUME_SUPPLIER_VTAEBLE
MAIN VECT_2 HeadacheConsumer VTABLE method count: 29

method count: 23
method count: 18
method count: &

method count:

29




®18256aa8

@xle256aftc: VECTOR_DATA_2 VTABLE method count: 23
x18256bb@ - @x10256bd8: FILE_MAPPIMNG_1_VTABLE method count: 18
Bx19256bd8 - @xl1ez256bfe: GLOBAL_EVENT_1_VTABLE method count: 6
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rdata:18267F38 off_18267F38 dd offset sub_ 18814069 : DATA XREF: Vectorl Copy+18lo
.rdata:18267F38 : Vectorl Init+1CTo
.rdata:10267F38 ;3 action
.rdata:18267F3C dd offset File_GetHandle 3 toState
rdata:18267F48 dd offset sub_186854E64 ; action
rdata:18267F44 dd offset sub_166854E84 3 toState
.rdata:18267F48 dd offset sub_ 1081E652 ; action
rdata:18267F4C dd offset sub _1881E652 ; toState
rdata:18267F58 dd offset sub_18835BCA ;3 action
rdata:18267F54 dd offset sub_1819373F 3 toState
rdata:18267F58 dd offset sub_16681448A ;3 action
rdata:18267F5C dd offset Datal_WVector_Insert 3 toState
rdata:18267F68 dd offset sub_ 186814522 3 action
rdata:18267F64 dd offset sub_ 166814588 3 toState
.rdata:18267F68 dd offset sub_166145A1 ; action
L.rdata:18267F6C dd offset sub_1866360DD ; toState
.rdata:18267F78 dd offset sub_168EDDA1 ;3 action
Lrdata:18267F74 dd offset sub_ 10063085 3 toState
Lrdata:18267F78 dd offset sub_ 18628889 ;3 action
Lrdata:18267F7C dd offset sub_ 18814502 3 toState
Lrdata:18267FE8 dd offset sub_1881468E 3 action
rdata:18267F84 dd offset VectDatal_ChecklLimits 3 toState
rdata:18267F88 dd offset get_less_power ; action
rdata:18267F8C dd offset sub 10814688 ; toState
.rdata:10267F99 dd offset sub_10814732 ;3 action
rdata:18267F94 dd @ 3 toState

@x10269bbc: MAIN _VECT_2 HNT_VTABLE method count: 29

@x18269c3c: MAIN_VECT_2_ VOLUME_SUPFPLIER_VTABLE method count: 29
@x18269cb4: MAIN_VECT_2 VIRTUAL_VOLUME_SUPPLIER_VTABLE method count:
Bx18269=84: MAIM _VECT_2 HeadacheConsumer_ VTABLE method count: 29

x18269b48
Bx18269bcE
Bxle269cd0
xl@2e9el@







Hex-Rays Home > Decompiler

Hex-R Decompiler: Manual

News Comparisons Sales Support SDK Manual Reference

Third-party plugins

Below is the list of noteworthy public third-party plugins for the
decompiler.

navigation through virtual function calls in Hex-Rays
Decompiler window;
automatic type reconstruction for C++ constructor

e hexrays-python

Python bindings for the Hexrays Decompiler This is an IDA Pro
plugin which provides python bindings around the Hexrays
Decompiler SDK API.

* More to come...

Happy analysis! %%%@



» Hex-Rays decompiler plugin

» The plugin was designed to facilitate static
analysis of:

v' object oriented code
v' position independent code

» The plugin allows to:
v' navigate through decompiled virtual methods
v partially reconstruct object type

RO



» At the heart of the decompiler lies ctree structure:
v' syntax tree structure
v' consists of citem_t objects
v there are 9 maturity levels of the ctree structure

while { 1 )
{
LOBYTE{vZ) = =ul++;
if  *{_BYTE)u2 )
break;
ui = RORLZ (w3, 113);
v3d = w2 + yyi;




> At the heart of the decompiler lies ctree structure:

1/// Ctree maturity level. The level will increase
'// as we switch from one phase of ctree generation to the next one
lenum ctree maturity t

i

CMAT ZERO, Fif< does not exist

CMAT_BUILT, /{/< just generated

CMAT TRANS1, f//< applied first wave of transformations
CMAT NICE, f//< nicefied expressions

CMAT TRANS2, [/ /< applied second wave of transformations
CMAT CPA, [/ /< corrected pointer arithmetic

CMAT TRANS3, f/ /< applied third wave of transformations
CMAT CASTED, ///< added necessary casts

CMAT FINAL, /i< ready-to-use

(es[=}




» Type citem_t is a base class for:
v cexpr_t —expression type
v’ cinsn_t — statement type

» EXxpressions have attached type information

» Statements include:
v block, if, for, while, do, switch, return, goto, asm

» Hex-Rays provides iterators for traversing the citem_t
objects within ctree structure:

v ctree_visitor t
v ctree parentee t

RO



asg
ea: 1CF8
int

var .4 vo
ea: FFFFFFFF
int

hE‘lpEl" _H[IR!;_
ea: FFFFFFFF
_DHDHD __FaStcall(_DHﬂHD,

ea: 1CFS
DWORD

var.4 vg
ea: FFFFFFFF

_BYTE) Jlint




gl _context
_gl_context

{ExnllucatEFuulwithTag}{ﬂ, 2576, "ZPAGT ) ;
gl _context;

vi2 = (get_export_by hash){kernel_base, hash_ntoskrnl PsCreateSystemThread, vii);
v13 = hash_routin;

_gl_context->PsCreatelystemThread = viZ;

y14 = {get_export_by hash)({kernel_base, hash_ntoskrnl_PsTerminateSystemThread, vi13);
v15 = hash_routin;

_ gl _context->PsTerminateSystemThread = vik;

vil6 = {get_export_by hash)(kernel_base, hash_ntoskrnl_KeDelayExecutionThread, vi5});
v17 = hash_routin;

_gl_context->KeDelayExecutionThread = v16;

gl _context->ZwlpenSymboliclinkObject){&hSymLink, ©9x800000808, &u3iB1)
Cer




» The IDA’s “Local Types” is used to represent object type

int __stdcall hluck_ﬂ_init[STHUET_IPL_THHEHD_E_B *5elf_buffer, STRUCT_IPL_THREAD_1 =a2)
{ Airtn
STRUCT_IPL_THREAD 2 =u2; // ebx@1 4 Please enter text x|
int _self_buffer; f/ esi@i
int (*get_some_code)(void); /7 edi@1
STRUCT_IPL_THREAD_2 3 =u5; // eax@1 #pragma pack(push, 1)
int v6; // eax@1 struct STRUCT IPL THREAD 2 3
STRUCT_IPL_THREAD_1 =u7; // STOC_u@1

Please edit the type dedaration

int free_proc_buff 3;

v2 = a2->proc_buffer; int disasm;

_self_buffer = self_buffer; int disasm;

get_some_code = {(&self_buffer[8x36].field8 + -self_buffer->free_proc_buff_3 + 3); int hook_routine;
aZ->proc_buffer->alloc_mem{az->proc_buffer, &self_buffer, 48, 8); int unhook;

w5 = self_buffer; int DPC_interlocked_get dword
az-rproc_buff_3 = self_buffer; int some_code_part_3;
uS->self_buffer_3 = _self_bhuffer; int self_buffer 3;
self_buffer->free_proc_buff_3 = self_buffer - = self_buffer + Bx112F; int field8;

self_buffer->DPC_interlocked_get_dword_% = _self_buffer - = self_buffer + BxAA7; field?;
self_buffer->hook_routine = _self_buffer + BxAF8 - = self _buffer;
self_buffer->unhook = _self_buffer + B:F7%4 - = self_buffer;
self_buffer->_disasm = _self_buffer + Bx3BB - = self buffer;
self_buffer->disasm = self_buffer->_disasm;

v6 = get_some_code();

wf = a?;
self_buffer->some_code_part_3 = vb; /4 D2B7
(vZ2->replace_dword){_ self buffer + 32, =(_self buffer + 12}, OxBEBBBBBB, v7);
return 8;

b

——




» Hex-Rays decompiler plugin is used to navigate through
the virtual methods

aZ2->bull unload_hook (global_struct->proc_buff_3->hook_routine)(
uo
HullUnload,
d2->Hull _unload_hook,
uo
uo
uo

u?);




a2->bull_unload_hook = (global_struct->proc_buff_3->hook_routine)(
uo
HullUz ZAX
aZ->Hu
uo
uo
uo
va);

var.4 v9 F.4 HullUnload@mempt (m=28)Wuvar.4 v9? Wuar .4 v var.h v? Buar.4 u?
ea: Z27CoE - 27CoD ea: 2 i ea: 27Co9@ea: 27C ea: 27COH7@ea: 27Cob
stdcall =)}{int, int, int, int, int, int, int)@int t int int int int int

memptr.4 {m=12) Sl
ea: 27C6F ]

int STRUCT _IP READ 2 11 =

N [] .
_unload_hc

memptr .4 (m=8)
ea: 27063
STRUCT IPL THREAD 2 3 =

var .4 global_struct
ea: FFFFFFFF
STRUCT_IPL_THREAD_1 =




» Hex-Rays’s ctree structure may be used to
partially reconstruct object type based on its
Initialization routine (constructor)

> Input:

v' pointer to the object instance
v object initialization routine entry point

» Output:

v' C structure-like object representation

RO



» Hex-Rays’s ctree structure may be used to
partially reconstruct object type based on its
Initialization routine (constructor)

> Input:

v' pointer to the object instance
v object initialization routine entry point

» Output:

v' C structure-like object representation

RO



» citem_t objects to monitor:
v memptr v call (LOBYTE, etc.)
v idx

v memref . pr——
a2->IoControlCode HookArray[1] = OxFFDC243F; c4- = : Eﬁ;FF”TF”:?“=2?”m

‘a2->IoControlCode_HookDpc[2] = vk + 1524 - xul;
a2->IoControlCodeSubCmd_Hook[2] = 12;

a2->IoControlCode_HookArray[2] = OxXxFFDC2437; ::T;?i;
a2->1oControlCode_HookDpc[3] = u4 + 1586 - xul; ea: FFFFFFFF cigned int

a2->IoControlCodeSubCmd_Hook[3] = 2; STRUCT_IPL_THREAD_2_11 =

a2->IoControlCode_HookArray[3] = OxXFFDC240B;

a2->IoControlCode_HookDpc[4] = vh + 1659 - x*ul; ptr.4
a2->IoControlCodeSubCnd_Hook[4] = 13; ea: FFFFFFFF
a2->IoControlCode_HookArray[4] = OxXFFDC243B;

a2->IoControlCode_HookDpc[5] = vh + 1726 - x*ul;

a2->IoControlCodeSubCmd_Hook[5] = 3; - FFFFFFEF
a2->IoControlCode_HookArray[5] = OxXFFDC240F ; DWORD *

a2->IoControlCode_HookDpc[6] = vi4 - »uli + 1799;
a2->IoControlCodeSubCmd_Hook[6] = 18;

var .4 ulh
a2->IoControlCode_HookArray[6] = OxXFFDC242F; ea: FFFFFFFF
1

T

ol




// reference of DWORD at offset 12 in buffer al
*(DWORD *)(al + 12) = OXEFCDABS9;

int _ stdcall md5_init{int [
{

int result; 7/ eax@i

num OxXEFCDAB89
: 74F6
unsigned int Rename lvar
Set lvar type
Convert to struct *
Create new struct type
Jump to xref...
Edit comment
» Edit block comment
Show casts

Display Graph

Object Explorer

REconstruct Type E

: FFFFFFFF|flea: 74F6
signed int




—»free_mem = vk - =u4 + Bx7DIE;
—2?basebd_encode = vl + Bx3IBE - *=ulh;
—-rbasedd_decode vl + BR4CD - wul;
—»rdtsc_proc = vh - =ul + @x579F;
—»rnd_process_block vl + BRLVAZ2 - =uh;
-»rnd_fill_buffer = ul - =yl + Bx6AB7;
—-»init_rnd_buffer = vk + Bx6ABB - =ulk;
->field13 = vh + B=4B95 - =ul;
—»md5_init = ol - =0l + BX2A2C;

// reference of DWORD at o'
*(DWORD *)(al + 12) = OxEF

459
ea: 74F6
_DWORD

=-_| Qutput windaw
Field reference detected affset
Field reference detected gffset
Field reference detected gffset
Field reference detected affset
Field reference detected affset
Field reference detected gffset
struct STRUCTURE_TYPE {
int field @;
int field 1;
int field 2;
int field_ 3;
int field 4;
int field 5;
int field_6;
_ int field 7;
int field 8;
var.4 @ num 12 int field 9:
ea: FFFFFFFF@ea: 74F6 int field 16;
int signed int int field 11:

ptr.h num BxXEFCDAB8Y9
ea: FuFo6/jea: 7UF6
_DUWORD unsigned int




» Type Reconstruction:
v' reconstruct type into IDA local types
v' bugfixes =)

» ObjectExplorer:
v' Auto structures for VTBL
v' Click on VTBL and jump to code
v' ObjectExplorer hints for VTBL







Explore Gist Blog Help matmsnv E ¥

Repositories &5 Members #" Edit REhints’s Profile

Search

HexRaysCodeXplorer

REhint's REhints.com
REhints

Publications
Joined on May 07, 2013

3 0 3




(es[=}

s
~

REhint's
@REDhints roLows you

sharing reverse engineering knowledge
REhints.com

HERD



ZCl

Eugene Rodionov Aleksandr Matrosov
@vxradius @matrosov

Ge




