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ROP

- Historical 1issue

- First ROP appear in
MSDOS

- Widely used as
bypass for DEP

- Using gadgets

- ROP compilers /
finders

- Depends on prepared
stack layout

Program Flow:
... Attacker

Controlled:

uction 18

uction

uction 10

return

Instruction 20

return

0x0017EAOC
0x0017EA10
0x00170A14
0x00170A18
0x00170A1C

0x00170A20
0x00170A24

0x00170A28
0x00170A2C
0x00170A30
0x00170A34
0x00170A38
0x00170A3C
0x00170A40
0x00170A44
0x00170A48

Stack addresses

<€

&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2
&Gadgetl
&Gadget2

&RETN
&RETN
&RETN
&RETN

Remainder of
ROP payload

Stack Pivot
Gadgetl:
PUSH EAX
POP ESP
POP ESI
RETN 10

ROP-NOP Chain
Gadget2:

POP EBX

RETN 8

Flow of execution

ESP at start of gadget)

https://www.auscert.org.au/render.html?it=13408  http://www.exploit-monday.com/2011/11/man-vs-rop-overcoming-adversity-one.html



http://www.exploit-monday.com/2011/11/man-vs-rop-overcoming-adversity-one.html
https://www.auscert.org.au/render.html?it=13408

Solving old problem

ROP

of fset to code
gadgets - relative

Reuse of existing
code

Jumps from one
gadget to another

Based on

anti-ROP

Randomization of
function position

Randomization of
instructions (pos)

Symbolic execution
at selected points



CFG

- Protect virtual calls

- In kernel mode not so
widely used anyway-
unfortunately ..

- Per process bitmap

- Per process registered
functions

- Fast lookup!

* LdrpValidateUserCallTarget

= On ].y appr‘oximat 1 on of mov edx, dword ptr ds:GuardCFBitMapAddress
problem ohr %Q%i .
- Handle only old known nov :f;u
ROP way of thinking test ﬁ:fhtlr .
jnz shor no alligned_adress
- But finally there! Good Thb mert mualid targel
jOb 1! _ retn .
not_aligned_adress cax, 1
. edx, egx ‘
2 NOt han d 1 e Sta Ck ﬂ::n short invalid_target
K Mg L 11 * |t only executes 10 instructions in most cases
- Not handle integrity
problems
- Not handle ROP in
general
http://www.powerofcommunity.net/poc2014/mj0011.pdf http://www.alex-ionescu.com/?p=246

http://blog.trendmicro.com/trendlabs-security-intelligence/exploring-control-flow-guard-in-windows-10/



http://blog.trendmicro.com/trendlabs-security-intelligence/exploring-control-flow-guard-in-windows-10/
http://www.powerofcommunity.net/poc2014/mj0011.pdf
http://www.alex-ionescu.com/?p=246

[ @
BBCB17234C simple_align_resource < I H 1 a ( k
face1723uC LDR RB, [R1]

8aca172358 BX LR

BACA187FCE EXPORT return_address

continue!

BOC 61687FCE HOU RO, #0 - Do not use ROP for
BAC 81 A7FCC BX LR 3 '
everything!

181401E3BCE public PsGetCurrentThreadStackBase ROP are old & obsolete
101481E3BCE PsGetCurrentThreaditackBase proc near - Use functions in smart
161401E3BCE mov rax, gs:188h

181481E3BD1 mov rax, [rax+38h] way!

1014 01E3BDS retn

181481E3BDS PsGetCurrentThreadStackBase endp - (Check argsa checks

outputa match your

81408128048 public _ chkstk goal!

8148128048 _ chkstk proc near . :
0140128040 retn - Mix ROP and functions

148128048 _ chkstk endp

- Misuse functions as
your payload!

B148129ABA quard dispatch_icall nop proc near
3148129AB0 jnp

B148129ABA quard dispatch_icall nop endp - Use stack hOOklI"\g 1f

you Xxreallyx need ACE
on your code

®HalPciMultiStageResumeCapable proc near

mou al, 1 - Find similara

retn 5 |
®HalPciMultiStageResumeCapable endp functions!

- —— (step-by-step)

http://blogs.msdn.com/b/vcblog/archive/2014/12/08/visual-studio-2015-preview-work-in-progress-security-feature.aspx
http://research.microsoft.com/pubs/69217/ccs05-cfi.pdf http://research.microsoft.com/pubs/101332/BGI-SOSP.pdf



http://blogs.msdn.com/b/vcblog/archive/2014/12/08/visual-studio-2015-preview-work-in-progress-security-feature.aspx
http://research.microsoft.com/pubs/101332/BGI-SOSP.pdf
http://research.microsoft.com/pubs/69217/ccs05-cfi.pdf




= © gTopSecretGlobalCanaryByNtExport = 85

#include <memory:

__forceinline

struct CUAFProtectedClass
vold*®

c_protected func_pointer(
#ifdef CPP_UAF _PROT

;TFUPEFEUllEtPFGGfPEFFUHCRHd{}
void* | - - - o
return (std::rand() * @xbad@bade) *
) reinterpret_cast<size t:(this);

i

return reinterpret_cast protected:
reinterpref_cast<size ©>(7) * CUAFProtectedClass()
gTopSecretGlebalCanaryByNtExport » r
#ifdef CPP_UAF_PROT b
obj ) }
); b
E

IdCanary = SuperTruperBulletProofPerFuncRnd();

#endif

Integrity guards

fasta reliable. no easy targets anymore!

#define PROTECTED ASSIGN(cbj, fmember, func)
obj->fmember = %
static_cast<decltype(obj->fmember)>({c_protected_func_pointer{obj, func))

#tdefine PROTECTED CALL{obj, fmember)
static_cast<decltype(obj->fmember)>({c_protected_func_pointer{obj, obj->fmember})




| KEEN TEAM |
Integrity gquards

No PLAIN function pointers anymore!
— Target reduction

— More info leaks needed!

Protect integrity per object level

— Results 1n UAF mitigations as byproduct

e Easy implementation
— Objective-C manually ( PROTECTED_ASIGN )
— C++ => compiler can hide this logic

Protect only virtual calls

Fast : only few instructions added

http://www.open-std.org/jtcl/sc22/wgl4/www/docs/n1332.pdf



http://www.open-std.org/jtc1/sc22/wg14/www/docs/n1332.pdf

Mo direct CF5S value nor content manipulation

Mormal Stack

locals - 1

Contral Flow Stack

refurn 1 frame ptr - f1

return £ args - £1

return n-1 locals - fn

return n
frame ptr - fn

args - fn

Control Flow Stack

Separated stack. only CF instructions can write
to this stack

https://sk.linkedin.com/pub/ladislav-nevery/26/a87/498



https://sk.linkedin.com/pub/ladislav-nevery/26/a87/498

Control flow stack

— args & vars
— return pointers

1s not applicable anymore

and are offline
as well!

e Special register for cf-stack
— cplO0 & cpl3. maintained by context switch
— No direct writea as (e/r)ip at x8b

— Write onto cf-stack only by cf-instructions
e calla jmpa jxa reta privileged switch
— Processor solution needed ..



Jafe
Memory

Accesses
are checked for
memory safety

Safe Heap

- (ode-Pointer
Integrity
- Kuznetsov at OSDI

- Separate memory for
“sensitive’ pointers

- Isolation on
instruction level by
using segments fs
(gs)

gs.base —+

- Impressive results -
performance & output

gs. Limit —
ds.base —
- No need for addition

instructions / regs ds. limit -

http://www.cs.berkeley.edu/~dawnsong/papers/
osdil4-paper-kuznetsov.pdf

Safe memory

(sensitive pointers and metadata)

x86-32

Memory Layout

Accesses
are fast

Regular memory

(non-sensitive data)

Regular Heap

Hardware-based _/‘

instruction-level isolation

Perfect hiding:
regular memory

afe . contains no pointers
Memory

to safe memory

«— fs,.base
(randomized)
Alternative:
Software Fault Isolation

https://www.usenix.org/sites/default/files/conference/

protected-files/osdil4 slides kuznetsov.pdf



http://www.cs.berkeley.edu/~dawnsong/papers/osdi14-paper-kuznetsov.pdf
https://www.usenix.org/sites/default/files/conference/protected-files/osdi14_slides_kuznetsov.pdf
https://www.usenix.org/sites/default/files/conference/protected-files/osdi14_slides_kuznetsov.pdf

SMEP / SMAP

KERNEL IO



FFFFFG 80" 00000000

FFFFF700" 00000000

FFFFF7 80" 00000000

FFFFF7&0" 00001000

FFFFF7 80" COOO0000

FFFFF7 &L 00000000

FFFFF79L " 4 0000000

FFFFF735 " 40000000

FFFFF7AS " 20000000

FFFFF7EL " 50000000

FFFFFE00 " 00000000

FFFFF300" 00000000

FFFFF9 80" 00000000

FFFFFASD™ 00000000

FFFFFFFF " FRCOO000

FEFFFEFF" FFFFFFFF

FFFFF77F FFFFFFFF

FFFFF7&0" D00ODOFFF

FFFFFT80°EFFFFFFF

FFFFF730" FFFFFFFF

FFFFF791" 3FFFFFFF

FFFFF733 " 3FFFFFFF

FEFFF7A3 " TFFFFFFF

FEFFF7BL" 7FFFFFFF

FFFFFTFF FFFFFFFF

FFFFFEFF " FFFFFFFF

FFFFF37F FFFFFFFF

FFFFFATO’ FFFFFEFF

FFFFFAFF " FFFFFFFF

FEFFFFFF" FFFFFFFF

512GE

S12GE

4K

S12GE

1TE

512GE

AME

PTE 5Space
HyperSpace

Shared User
Data

System PTE W5
WS Hash Table
Paged Pool WS

WS Hash Table

System Cache

WS Hash Table
Urused Space

System View
PTEs

ession Space

Dynamic WA
Space

PFN Database

HAL Heap

Table describing the various £4-bit memory ranges in Windows 8.1

windows memory layout

On linux caches-. on windows pools

http://www.alex-ionescu.com/?p=231

http://www.alex-ionescu.com/?p=246



http://www.alex-ionescu.com/?p=231
http://www.alex-ionescu.com/?p=246

| KEEN TEAM |
Cool objects everywhere

 Kernel objects 1in plain state
— function pointers
— object pointers (buffersa. other objs)
— object members (sizeacountarefcount..)

* In modules RW states - plain
— freelists
— tvtables®
— locks

e Target pool & find your object

— nt!_eprocess (->VadRoot)
— win32k!taglWND
— page tables (cr3)



OVERFLOWS

protections response

* Your data is 1in
kernel already!

Turn your bug to
boosted kernel io

e ExAllocatePool or
Pagetables

o STHES

* You pwn pool object
- be relative!

e Try = big allocs

http://h30499.www3.hp.com/t5/HP-Security-Research-Blog/Pwn20wn-2015-Day-One-results/ba-p/6722204



http://h30499.www3.hp.com/t5/HP-Security-Research-Blog/Pwn2Own-2015-Day-One-results/ba-p/6722204

Kernel
Pool

- About BIG allocs :

- Deterministic
- especial
- Linux
- User controllable
- alloc
- free
- data control!
- FULL == epic!
- Predictable :
- Pointers
{base + align}
- size
- properties
- Layout-able!
- Targeted overflow

void
CreateHolesForTtf ()

walker = 1;

= 8;

limit = m_bitmapPool.size() - 2 * ttf::g sAlmightyTouch;

for (auto bm = m_bitmapPool.begin(); bm != m_bitmapPocl.end(); bm++)
r
1

if (walker++ > limit)

break;

if (walker ¥ @x48)
continue;

n_holes++;

bm->Free();

1

m_bitmapPool.Spray<ttf::pwn_bitmap_t>(n_holes - 3);

}

guto pool_obj = kmem.Kmalloc(s
if (!pool_ob])

po spray.spra

for Eautu task = s gin(); task != pool spray.end(); task++)

{

pid t pid = *task;

http://confidence.org.pl/en/agenda/lecture/when-something-overflowing/



http://confidence.org.pl/en/agenda/lecture/when-something-overflowing/

XEY4 vs overflows!

e virt addr space > phys addr space
— gaps => page_noaccess

e Randomized bases of pools

* Hunting for buffer overflows
— boost pageheap
— Use virt-phys gap more!
— Use page guards more!

— Randomize more!

https://msdn.microsoft.com/en-us/library/windews/hardware/ff549561%28v=vs.85%29.aspx



https://msdn.microsoft.com/en-us/library/windows/hardware/ff549561(v=vs.85).aspx

cdr? : Ox...20000 fnolloc() ==memory | [ poge_poaceess |

i kfree{addr2); kmalloc{addr2):

/flets say no pool randomization at kmalloc

L

aarz - 020000 | K] e R

results in re-random of rrdX and rrdY for addr?

reserve. randomize. guard!

Overflow results in trap- no stable UAF-
sometimes wasting address space can secure it

whole! - see cfg ..



Hunting pool overflows

ex(p/clect 1}

Results in trap -

e Over/under flow to
another object

e Try to use UAF * Reused pool but object
at address
* Page
* Performance — coalescing :/

— classic pageheap problems

- lWaste of space finally. use 1t!

* Target only big allocs-
° dmall allocs and (+inner)arrays
(compile time)



KASLR & MMU



| KEEN TEAM |
KASLR - user calling!

e _sidt / _sgdt

— Instruction :/

gsharedInfo = reinterpret_cast<tagSHAREDINFO*>

— basically leaks .
&ntoskrnl i# (gsharedinto)

return;

( use k erne 1 i 0O ) for (size t i = @; !m proc; i++)//crash or pwn ...

{

r(L"user32.d11"}, "gSharedInfo™

sessioPool.IsInRange(

e user3g!gSharedInfo S
— Bad joke of security e
— Leaks session pool

— leaks nt!_eprocess
pointers'
(use kernelio)

http://www.mista.nu/research/mandt-win32k-slides.pdf



http://www.mista.nu/research/mandt-win32k-slides.pdf

KASLR - user calling!

SESSION_POOL - Problem bro ?

XBEY4 large address space
but leaks session pool
On session pool mighty objects'

arbitrary write to boost size. or other
property

Pool layout & align ¥*NO PROBLEMx
PWUN DONE'



KASLR - timer 1s calling!

Guess where is pool for

g : 3 Filan
L AT - ¥ A(i A(‘A A - - o N

TN ’WJW*;B}::-* 3 % 2t R oy 5 AT E T RN

AR ASER RO R e T PR T




Timing
attacks

- Doable
- Simple
. Hn;r:r;EI ProbeStamp
- MMU mechanism was const void* krnAddr
IS EE :
/fkrnAddr is OK to be random from giwven range
To be fast not unsigned int status = _xbegin();
“too secure®! if (status == XBEGIN_STARTED)
r
1
supercheck(krnaddr, nullptr);
. _xend();
- TSX 1s to be }
disabled by return _ rdtsc();

microcode update

- But other research &
approaches well
known!

http://felinemenace.org/~nem
o/docs/TR-HGI-2013-001.pdf

http://labs.bromium.com/2014/10/27/tsx-improves-timing-attacks-against-kaslr/



http://labs.bromium.com/2014/10/27/tsx-improves-timing-attacks-against-kaslr/
http://felinemenace.org/~nemo/docs/TR-HGI-2013-001.pdf

virtual address

primary page #|secondary page #

physical memory

Primary page page
table (1) Secondary page frame 0

tables (N)
physical address frame 1

age
page frame #] offset || rome 2

page
frame 3

page
frame Y

MMU continue!

concepta multiple layers of PXN in real

http://www.cs.ucla.edu/classes/springl14/cs111/scribe/14b/ https://labs.mwrinfosecurity.com/



https://labs.mwrinfosecurity.com/
http://www.cs.ucla.edu/classes/spring14/cs111/scribe/14b/

Basic
idea

1. Per page privilages

2. Supervisor vs User
priv

3. Make mmap /
VirtualAlloc

4. memcpy data

5. Flag you page as
Supervisor

E- Trigger ACE or Data
access

7. Bypass SMEP
6. Bypass SMAP

Page-Directory Entry (4-KByte Page Table)
1211 987 ¢

Available for system programmer's uae
Global page (lgnored)

Page size (0 indicates 4 KBytes)
Reserved (set to 0)

Accessed

ertp throuqh
User/Supervisor
Read/Write
Present

Page-Table Entry (4-KByte Page)
1211 9876

Available for system programmer’s us (:'
Global Page

Page Table Attribute Index

Dirty

Accessed

Cache Disabled
erte—Throu Jh

http://viralpatel.net/taj/tutorial/paging.php

54321

0



http://viralpatel.net/taj/tutorial/paging.php

| KEEN TEAM
POC - by MWR labs

l.choose address with 1solated page
tables

1-To be sure write-where does not hit other
used memory

-0x100804020001 => far enough 1n memory
-mmap 0x100804020001%

-memcpy

-Patch S/U bits (write-where)

-.S/U bits need to patch per PXE !

-pwn

1 0O o = W Iy

https://labs.mwrinfosecurity.com/blog/2014/08/15 /windows-8-kernel-memory-protections-bypass/



https://labs.mwrinfosecurity.com/blog/2014/08/15/windows-8-kernel-memory-protections-bypass/

MMU logic

I
!

* Unmapped memory /

/
cause PageFault '
[[] TLE cache

e Bad access cause

PageFault
* PageFault handler do

lookups [ o
e VAD / vm_area ﬁf”ﬂﬂfﬁ f;f A
+ On behalf of lookup ~ "*1-?;"'1‘] [f’if‘?'}

will continue

. wvim_area / VadRoot =-=--- - - 1>+ Page Tables

* (reate / Read Page
Tables




VAD /
VM_AREA

® malloc is lazy StartVPN = 50
EndVPN = 5f Prototype PTE
o i FirstPrototypePte = 0x9726f008 —
Reserve memory 1n prstratotys Valid
memory struct C(AVL Mapped READONLY pfn = 372¢3
tree)
® Do not create Page
Table entries! Process 1 Process 2
® PTE are created on Virtual Page Virtual Page
S . Not Valid Valid
first access 1in Proto : VAD ofn = 3729
PageFault handler!
by checking here PTE Address = 9726F008
PFN Entry | share count=1
. - C h e a p e r a f a S t e P Active Shared © 2010 CodeMachine Inc, all Rights
® - simple. not
hardened

® and .. point of
attack

http://www.codemachine.com/article protopte.html



http://www.codemachine.com/article_protopte.html

Stal‘tVPN = ldo © 2 CodeMachine Inc. all Rights R
PWUNED!
Commit = 4
® Private

READWRITE

VadRoot

write-where

nt!_eprocess->VadRoot

StartVPN = 30 StartVPN = 76f30

(task_struct=>mm) EndVPN = 33 EndVPN = 770bb
£ Commit = 0 Level = 1 Commit = 9

Substitue with own Private Mapped Exe

: READONLY EXE_ WRITE COPY
simple member

Fake member covers

StartVPN = 10 StartVPN = 50 StartVPN = 10d0 StartVPN = 7ffb0
X EndVPN = 1f EndVPN = b6 EndVPN = 10d4 EndVPN = 7ffd2
Trigger PageFault Commit = 0 Commit = 0 Commit = 2 Commit = 2

: Mapped Mapped Mapped Exe Mapped Exe
(f-e. nullptr deref 3) READWRITE READONLY EXE_WRITE_COPY || EXE_WRITE COPY

PageFault handler
find it in Vad / mm

MMU will page
tables
is
physical addressa
|
Leads to
memory !

revival'!




CPL3 virtual address space CPLO virtual address space

bS5_KERMEL

addr_limit

PHYSICAL MEMORY

Virtual address == SYMBOLIC

Not checked if it is *reallyx cplO or cpl3 page!



The ProbeForRead routine checks that a
user-mode buffer actually resides in the
user portion of the address space-. and 1is
correctly aligned.

unsigned long Cﬂpy_frﬂm_user-:'-;::i::l *to, const woid _ user *from, unsigned long n)

if (likely{accesa ok (VERIFY BERD, from, n)])
n = _copy from useri{to, from, n);

memaet (te, 0, n);
return n;

t_thread infol)-raddr limit), "r™ (addr) *

[ * We use 33- bit arithmetic here... *f
fdefine _ range ok (addr, siz ({

_ chk_

, %0; movec %0, 0™

" {current thread infol)-raddr limit) %

KERNEL - FAIL - SAFE - CHECKS

copy_to/from_user

ProbeForRead/lirite



CPL3 virtual address space CPLO virtual address space

addr_limit

PHYSICAL MEMORY

Think deeper!



Nalf =
REF

* write-where to patch
e but where to write ?
e xbY4 => Hlvl of PXE
e PMLY4. PDP- PT. PTE

e ¢c3 holds the PMLY
base

e others PXE are need /.
to be readed! Ny .
'TE} cr3
* .. unless self _ RN
4 e VA translation
referencing comes 1in s ~Ox0
place! A

e bonus cr33 : physical
addresses not so
well randomized 3) PHY STCAL MEMORY!




]_:n:li Arb=: dt

'pte O0x100804020001L

How magic is it

VIRTUAL ADDRESS @rb=

-+ 8:00)
142

nin
no1

self-ref tricking..

Selector—:*



E
P

xploring
otential

in is
physical addresses!
We point to PMus,
after last
translation

Byte O0ffset points
to PHYSICAL address
to be read / write /
exec

Virtual addresses
are just symbolic
links to physical
ones

Equivalent to broke
KASLR. SMEP. SMAP-
WAX-+ NonPagePoolNx

PHYSICAL MEMORY

DS5_KERMEL

A LMAGES

= POCGL

O

0

alias

addr_limit




template<bool write>
bool
10
vold* addr,
vold* mem,

Framework e

CWirtualAddress wa(addr);

Provide page dir if (m_cr3Pgd.VA().IsInRange(addr))
return write ?
addr m_cr3Pgd.Write(va.VirtualPageDirDelta(), mem, size) :

Provide write-where m_cr3Pgd.Read(va.VirtualPagebirDelta(), mem, size);
vuln pgd_t addr_pgd = { @ };
bool readed = m_cr3Pgd.Read(
1. will be used Virtualaddress(va.PgdEntry(m_cr3Pgd.Cr3())).VirtualPageDirDelta(),
3 Saddr_pgd,
once 1n current sizeof(addr_pgd));

state of OS if (Ireaded)

2. more generics return false;

write more times void* cr3 = m_cr3Pgd.Cri3();
CPgdPwn addr_pwn(static_cast<pgd t*»(cr3}, va, *this};
Use as Kernello
if (laddr_pwn.Pwn{addr_pgd})
SnapShOt for arm return false;
if {(laddr_pwn.VA().IsInRange(addr))
return false;

return write ?
] n.Write({va.VirtualPageDirDelta(), mem, size) :
CPageTablelo pt_pwn(mm.pgd, msm); n.Read(va.VirtualPageDirDelta(), mem, size);

zize t leak = @;
autoe ok = pt_pwn.Read((void*)exCeeseeee, &leak, sizecf(leak));




Conclusions

e Kernel was build meant to be faster
than secure

e Security 1s (/can be) boosted by
hardware featuresa incredibly'

e Compiler can secure a lot. especially
for (C++

e Patching to add security !'= security
based model

* Redesigning from scratch 1s not
undoable. and maybe not bad idea

* But I do not expect many core changes-s
or changes at all. so facts remains

— Changes are hard & slow process
— Attack surface 1s large



Thank You!

* We are hiring!
v’ Kernel & app sec
v A ¥LOT* of research

@zer0mem - v mobile. pc
peter (at) keencloudtech.com v M$. android. OSX -




