


Objective

® |[ntroduce some basic tools for Windows
binary inspection.




pefile

http://dkbza.org/pefile.html

® pefile is a multi-platform full Python module
intended for handling PE Files. It should be
able to process any file that can be open by
the Windows loader.
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Introduction

® | oading a PE file
® |nspecting the Headers
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Loading PE file

® |oading a file is as easy as creating an
instance of the PE class with the path to the
PE file as argument.

DE befile.PE(‘path to/file
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Inspecting the Headers

>>> 1mport pefile
>>> pe = pefile.PE ('notepad.exe')

>>> hex (pe.OPTIONAL HEADER.ImageBase)
[El0:1. 0000005 ]
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Sections inspection

>>> for section 1n pe.sections:
print (section.Name,
hex (section.VirtualAddress),

hex(sectlon Mlsc'Vlrtua181ze)
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s it packed?

import math

def H(data) :
Jfenoudata:
return O
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s it packed? (Unpacked)

>>> for section 1n pe.sections:
print section.Name, H(sectlion.data)
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= TR packed? (ASPack)

>>> pel = pefilile.PE ('notepad-aspack.exe')
>>> for section 1n peZ.sections:
s peintaceeti ongName ggllifscction idata)

y ! Raii i Rt A ek Gl el y
B S s R e L TR P R R g R T B L

y R 3 Lty et B il Jia LI i £ s o
e r.'i"'i.'-":.{;" s ':#""Z".f-'.':.:'.-',7"-"--H-'. Sl o T --'--"':'t ot A -'if.'?."_"‘flt e -",-




o

" s it packed? (UPX)

>>> pe3 = pefile.PE('notepad-upx.exe')
22> for scetion dnpediscctions .
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Imports

>>> for entry in pe.DIRECTORY ENTRY IMPORT:
Lo [Preiini e a2 clidl
St Forcampanscnizey s imeoicis:

print '\t', hex(imp.address), imp.name




pydasm

http://dkbza.org/pydasm.html

® pydasm is a multi-platform Python module

° QA ) )
wrapping jt's libdasm
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Disassembling

>>> 1mport pydasm
>>> 1 = pydasm.get instruction('\x90', pydasm.MODE 32)
B pydasm cebiinstiyction, sirddmon

1, pydasm.FORMAT INTEL, O)
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" The Instruction Object

P> |opoibnle e/eucatnle ((Shlie E)l)
Eladocyinl dilimedud oy
Ldicrbiaalail-siinalo sl
'flags % 'fpu1ndex %
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™ The Operand Object
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pefile+pydasm

L e = e LORTIONAT HREABRER shddresa@iinavzReint

22 chuaves s celppe ORELGNALGHBEADR RS lnadeBa ca

>>> data = pe.get memory mapped image () [ep:ep+100]
ecazen obioet o O
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pefile+pydasm

push byte 0x70
push dword 0x1001888

call 0x1006ca8
soEsalpiaabs
push ebx










