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TCP/IP stackTCP/IP stack

� Ephemeral ports allocation policy Ephemeral ports allocation policy 

� netstat bugsnetstat bugs

� Identifying processes behind socketsIdentifying processes behind sockets

� Lack of privileged portsLack of privileged ports

� TCP sockets hijackingTCP sockets hijacking
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Ephemeral portsEphemeral ports

� Ephemeral portsEphemeral ports

� Typically used for TCP or UDP clientsTypically used for TCP or UDP clients

� Also used for RPC services running on TCP or UDP (hence Also used for RPC services running on TCP or UDP (hence 
the portmapper service)the portmapper service)

� Default range: 1025-5000Default range: 1025-5000

� Highest port: MaxUserPort registry valueHighest port: MaxUserPort registry value

� Exceptions in this range: ReservedPorts registry valueExceptions in this range: ReservedPorts registry value

� Do notDo not appear in the registry by default appear in the registry by default
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Ephemeral ports range configurationEphemeral ports range configuration
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Ephemeral ports allocation policyEphemeral ports allocation policy

� Ephemeral ports usagesEphemeral ports usages

� TCP & UDP clients typically do not specify a source TCP & UDP clients typically do not specify a source 
port, thus an ephemeral port is allocatedport, thus an ephemeral port is allocated

� RPC services also run on dynamic portsRPC services also run on dynamic ports

� After system startup, RPC services typically use ports After system startup, RPC services typically use ports 
immediately higher than 1024 (1025, 1026, 1028, ...)immediately higher than 1024 (1025, 1026, 1028, ...)

� Ephemeral ports allocationEphemeral ports allocation

� Incremental, starting from 1025Incremental, starting from 1025

� Shared between TCP and UDPShared between TCP and UDP
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nc.exe: TCP/UDP client or servernc.exe: TCP/UDP client or server

� nc.exe (netcat)nc.exe (netcat)

� Windows port of the well-known nc Unix utilityWindows port of the well-known nc Unix utility

� http://www.atstake.com/research/tools/network_utilities/nc11nt.ziphttp://www.atstake.com/research/tools/network_utilities/nc11nt.zip

� Usages: TCP/UDP client or serverUsages: TCP/UDP client or server
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Ephemeral ports: TCP clientsEphemeral ports: TCP clients

� First TCP client: source port 3364/tcpFirst TCP client: source port 3364/tcp

� Second TCP client: source port 3365/tcpSecond TCP client: source port 3365/tcp

� Next UDP client: 3366/udpNext UDP client: 3366/udp
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Ephemeral ports exampleEphemeral ports example
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netstat bugs historynetstat bugs history

� netstat bugsnetstat bugs

� NT 4.0 < SP3: LISTENING sockets not displayedNT 4.0 < SP3: LISTENING sockets not displayed

� http://support.microsoft.com/?id=131482http://support.microsoft.com/?id=131482

� NT 4.0: for each bound UDP socket, a LISTENING TCP NT 4.0: for each bound UDP socket, a LISTENING TCP 
socket with the same port is displayedsocket with the same port is displayed

� http://support.microsoft.com/?id=194171http://support.microsoft.com/?id=194171

� NT 4.0 and W2K: source ports used for outgoing TCP NT 4.0 and W2K: source ports used for outgoing TCP 
connections are displayed as LISTENINGconnections are displayed as LISTENING

� Windows Server 2003: no known bug...Windows Server 2003: no known bug...
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netstat bugs: UDP -> TCP (NT 4)netstat bugs: UDP -> TCP (NT 4)
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netstat bugs: LISTENING bug (W2K)netstat bugs: LISTENING bug (W2K)
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W2K3: LISTENING bug fixedW2K3: LISTENING bug fixed



Copyright Hervé Schauer Consultants 2001-2002  -  Reproduction InterditeCopyright Hervé Schauer Consultants 2001-2002  -  Reproduction Interdite1414 / 92 / 92 Copyright Jean-Baptiste Marchand – HSC – 2003Copyright Jean-Baptiste Marchand – HSC – 2003

Identifying processes behind socketsIdentifying processes behind sockets

� Identifying processes behind sockets is a common Identifying processes behind sockets is a common 
administration taskadministration task

� Before WXP, not possible without third-party toolsBefore WXP, not possible without third-party tools

� netstat -o option (XP and W2K3) + tasklist command netstat -o option (XP and W2K3) + tasklist command 
(XP and W2K3)(XP and W2K3)

� http://support.microsoft.com/?id=281336http://support.microsoft.com/?id=281336

� Third-party toolsThird-party tools

� TCPview (sysinternals)TCPview (sysinternals)

� http://www.sysinternals.com/ntw2k/source/tcpview.shtmlhttp://www.sysinternals.com/ntw2k/source/tcpview.shtml

� fport (Foundstone)fport (Foundstone)

� http://www.foundstone.com/knowledge/proddesc/fport.htmlhttp://www.foundstone.com/knowledge/proddesc/fport.html
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netstat -o option: XP, W2K3netstat -o option: XP, W2K3
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TCPViewTCPView
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FportFport
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Lack of privileged portsLack of privileged ports

� Privileged portsPrivileged ports

� Used to restrict ports < 1024,typically used by TCP Used to restrict ports < 1024,typically used by TCP 
servers, to system administratorsservers, to system administrators

� Examples: 25/tcp (SMTP), 80/tcp (HTTP), 2049/tcp (NFS, Examples: 25/tcp (SMTP), 80/tcp (HTTP), 2049/tcp (NFS, 
exception)exception)

� Windows TCP/IP stack: no privileged portsWindows TCP/IP stack: no privileged ports

� Any user can bind a TCP server to any portAny user can bind a TCP server to any port

� Can be used to disrupt running servicesCan be used to disrupt running services



Copyright Hervé Schauer Consultants 2001-2002  -  Reproduction InterditeCopyright Hervé Schauer Consultants 2001-2002  -  Reproduction Interdite1919 / 92 / 92 Copyright Jean-Baptiste Marchand – HSC – 2003Copyright Jean-Baptiste Marchand – HSC – 2003

TCP server hijackingTCP server hijacking

� TCP server hijackingTCP server hijacking

� Became widely known with the release of a Windows Became widely known with the release of a Windows 
port of the netcat utilityport of the netcat utility

� http://www.insecure.org/sploits/NT.port-binding-vulnerability.htmlhttp://www.insecure.org/sploits/NT.port-binding-vulnerability.html

� Technical reasons:Technical reasons:

� Lack of privileged portsLack of privileged ports

� SO_REUSEADDR socket optionSO_REUSEADDR socket option

� Well-known exampleWell-known example

� NT4 SMB server hijacking NT4 SMB server hijacking 

� NetBT (NetBIOS over TCP/IP) session port (139/tcp)NetBT (NetBIOS over TCP/IP) session port (139/tcp)
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NT4: SMB server hijackingNT4: SMB server hijacking

� SMB server hijackingSMB server hijacking

� nc listener, bound to exactly the same port and address nc listener, bound to exactly the same port and address 
as the SMB serveras the SMB server

� Last server (nc) receives incoming TCP connections!Last server (nc) receives incoming TCP connections!
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IIS5 hijackingIIS5 hijacking

� IIS5 HTTP serviceIIS5 HTTP service

� Bound by default to 0.0.0.0:80Bound by default to 0.0.0.0:80

� Lack of privileged portsLack of privileged ports

� A second TCP server can be bound to 80/tcpA second TCP server can be bound to 80/tcp

� Using a specific IPv4 address (with SO_REUSEADDR)Using a specific IPv4 address (with SO_REUSEADDR)

� TCP connections to the specific IPv4 address TCP connections to the specific IPv4 address 

� Received by the second TCP server Received by the second TCP server 

� Not IIS5!Not IIS5!
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IIS5 hijacking: exampleIIS5 hijacking: example

� nc listener receives HTTP requests, hijacking IIS5 nc listener receives HTTP requests, hijacking IIS5 
HTTP serviceHTTP service
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TCP duplicate bindingsTCP duplicate bindings

� Duplicate bindingsDuplicate bindings

� Two TCP servers bound to exactly the same local Two TCP servers bound to exactly the same local 
address (IPv4 address, TCP port)address (IPv4 address, TCP port)

� Ex: 0.0.0.0:80 and 0.0.0.0:80, x.y.z.t:42 and x.y.z.t:42Ex: 0.0.0.0:80 and 0.0.0.0:80, x.y.z.t:42 and x.y.z.t:42

� Usually not supported by TCP/IP implementationsUsually not supported by TCP/IP implementations

� Supported by Windows...Supported by Windows...

� Question: which TCP server receives TCP connections?Question: which TCP server receives TCP connections?

� Last server in NT 4.0Last server in NT 4.0

� Random server in W2KRandom server in W2K

� http://support.microsoft.com/?id=307175http://support.microsoft.com/?id=307175



Copyright Hervé Schauer Consultants 2001-2002  -  Reproduction InterditeCopyright Hervé Schauer Consultants 2001-2002  -  Reproduction Interdite2424 / 92 / 92 Copyright Jean-Baptiste Marchand – HSC – 2003Copyright Jean-Baptiste Marchand – HSC – 2003

IIS5 duplicate bindingsIIS5 duplicate bindings
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Avoiding TCP server hijackingAvoiding TCP server hijacking

� SO_EXCLUSIVEADDRUSE socket optionSO_EXCLUSIVEADDRUSE socket option

� Introduced in Windows NT 4.0 SP4Introduced in Windows NT 4.0 SP4

� " The SO_EXCLUSIVEADDRUSE option prevents other " The SO_EXCLUSIVEADDRUSE option prevents other 
sockets from being forcibly bound to the same address and sockets from being forcibly bound to the same address and 
port, a practice enabled by the SO_REUSEADDR option; such port, a practice enabled by the SO_REUSEADDR option; such 
reuse can be executed by malicious applications to disrupt reuse can be executed by malicious applications to disrupt 
the application "the application "

� Not used by all Microsoft products...Not used by all Microsoft products...

� Example: IIS 5, as seen beforeExample: IIS 5, as seen before

� In W2K In W2K 

� Used by RPC services listening on TCP/IP or UDP/IPUsed by RPC services listening on TCP/IP or UDP/IP

� Used by SQL Server (1433/tcp)Used by SQL Server (1433/tcp)

� Used by NetBT driver (137/udp, 138/udp, 139/tcp, 445/tcp)Used by NetBT driver (137/udp, 138/udp, 139/tcp, 445/tcp)
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SO_EXCLUSIVEADDRUSE: W2KSO_EXCLUSIVEADDRUSE: W2K
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SO_EXCLUSIVEADDRUSE: afd driverSO_EXCLUSIVEADDRUSE: afd driver

� Winsock APIWinsock API

� Implemented by the Afd driverImplemented by the Afd driver

� Creates TDI file objects to represent TCP or UDP socketsCreates TDI file objects to represent TCP or UDP sockets

� SO_EXCLUSIVEADDRUSE socket option SO_EXCLUSIVEADDRUSE socket option 

� Corresponds to a NULL value for the ShareAccess parameter of the Corresponds to a NULL value for the ShareAccess parameter of the 
ZwCreateFile() function used to create TDI file objectsZwCreateFile() function used to create TDI file objects

� DisableAddressSharing registry value: global protection, DisableAddressSharing registry value: global protection, 
when set to 1when set to 1
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SMB/CIFSSMB/CIFS

� SMB/CIFS introductionSMB/CIFS introduction

� SMB transportSMB transport

� SMB implementationSMB implementation

� SMB administrationSMB administration

� SMB as transport protocol: DCE RPC over SMBSMB as transport protocol: DCE RPC over SMB
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SMB/CIFS: introductionSMB/CIFS: introduction

� SMB/CIFSSMB/CIFS

� SMB: Server Message Block protocolSMB: Server Message Block protocol

�  Network protocol behind Windows networking Network protocol behind Windows networking

� Ressources sharing (files and printer)Ressources sharing (files and printer)

� Renamed by MS to CIFS around 1996/1997Renamed by MS to CIFS around 1996/1997

�  Common Internet File System Common Internet File System

� Frequently confused with NetBT (NetBIOS over TCP/IP)Frequently confused with NetBT (NetBIOS over TCP/IP)

� NetBT is only a transport protocol for SMB/CIFSNetBT is only a transport protocol for SMB/CIFS

� Proprietary protocol, mostly documented by the work of the Proprietary protocol, mostly documented by the work of the 
Samba team (open-source SMB/CIFS implementation)Samba team (open-source SMB/CIFS implementation)

� Reference documentation: Implementing CIFS, written by Reference documentation: Implementing CIFS, written by 
Christopher R. HertelChristopher R. Hertel

� http://www.ubiqx.org/cifs/http://www.ubiqx.org/cifs/
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SMB transportSMB transport

� SMB transportSMB transport

� Before W2K: SMB typically carried into NetBT Before W2K: SMB typically carried into NetBT 

� NetBIOS over TCP/IP:139/tcpNetBIOS over TCP/IP:139/tcp

� W2K >: SMB can be carried directly into TCPW2K >: SMB can be carried directly into TCP

� NetBT layer removed NetBT layer removed 

� nbss pseudo-header maintained for backward compatibilitynbss pseudo-header maintained for backward compatibility

� Raw SMB transport: 445/tcpRaw SMB transport: 445/tcp
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SMB transport: NT 4 vs W2KSMB transport: NT 4 vs W2K

SMB

NetBT

TCP (port 139)

Windows NT

SMB

TCP (port 445)

Windows 2000 >
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SMB NetBT transport: on the wireSMB NetBT transport: on the wire
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Raw SMB transport: on the wireRaw SMB transport: on the wire
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SMB implementationSMB implementation

� kernel-mode driverskernel-mode drivers

�  Client-side: redirector  Client-side: redirector 

� rdr.sys (NT), mrxsmb.sys (W2K and >)rdr.sys (NT), mrxsmb.sys (W2K and >)

� Server-side: server (srv.sys)Server-side: server (srv.sys)

�  User-mode services User-mode services

� lanmanworkstation: redirector configurationlanmanworkstation: redirector configuration

� lanmanserver: server configurationlanmanserver: server configuration
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SMB implementation: driversSMB implementation: drivers
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SMB implementation: servicesSMB implementation: services
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SMB bindingsSMB bindings

� SMB bindingsSMB bindings

� Per network adapterPer network adapter

� Client-side: Client for Microsoft NetworksClient-side: Client for Microsoft Networks

� Server-side: File and Printer Sharing for Microsoft NetworksServer-side: File and Printer Sharing for Microsoft Networks

� ConfigurationConfiguration

� GUI: network adapter propertiesGUI: network adapter properties

� CLI: net config rdr, net config srvCLI: net config rdr, net config srv
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SMB bindings: GUISMB bindings: GUI
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SMB bindings: CLISMB bindings: CLI
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SMB transport configurationSMB transport configuration

� NetBT transportNetBT transport
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NetBT: NetBIOS names NetBT: NetBIOS names 

� NetBIOS namesNetBIOS names

� Name suffix identifies nature of the serviceName suffix identifies nature of the service

� <00>: redirector service, <20>: server service<00>: redirector service, <20>: server service
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SMB transport: raw SMB SMB transport: raw SMB 

� raw SMB transportraw SMB transport

� Global device: NetbiosSmbGlobal device: NetbiosSmb

� Created by the NetBT driverCreated by the NetBT driver

� Can not be bound/unbound to a specific network adapterCan not be bound/unbound to a specific network adapter

� SmbDeviceEnabled registry valueSmbDeviceEnabled registry value
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SMB transport choiceSMB transport choice

� raw SMB preferred over NetBT transportraw SMB preferred over NetBT transport

� If both transports are active, the redirector resets the If both transports are active, the redirector resets the 
TCP connection to port 139 (NetBT)TCP connection to port 139 (NetBT)
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SMB key conceptsSMB key concepts

� SMB key conceptsSMB key concepts

� Share: group of shared ressourcesShare: group of shared ressources

� Files shareFiles share

� Ex: administrative shares (C$, ADMIN$)Ex: administrative shares (C$, ADMIN$)

� Shared printersShared printers

� IPC$: special shareIPC$: special share

� Gives access, over the network, to named pipesGives access, over the network, to named pipes

� SMB sessionSMB session

� The SMB protocol is session-orientedThe SMB protocol is session-oriented

� A SMB session starts with authenticationA SMB session starts with authentication

� Use of a network authentication protocolUse of a network authentication protocol

� (NT)LM(NT)LM

� Kerberos  Kerberos  
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SMB session: examplesSMB session: examples
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Using the redirectorUsing the redirector

� Establishing an SMB session: use recordsEstablishing an SMB session: use records

� net usenet use command command

� Ex: net use * \\unc_name\share (cached credentials)Ex: net use * \\unc_name\share (cached credentials)

� Ex: net use * \\192.168.1.42\myshare /u:jbm * (alternate Ex: net use * \\192.168.1.42\myshare /u:jbm * (alternate 
credentials)credentials)

� Ex: net use \\192.168.1.42\IPC$ /u: * (null session)Ex: net use \\192.168.1.42\IPC$ /u: * (null session)

� net use : enumerate use records in the net use : enumerate use records in the current logon current logon 
sessionsession
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net use: examplesnet use: examples
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SMB server administrationSMB server administration

� Administration (Administration (netnet command) command)

� Shares management: Shares management: net sharenet share

� Sessions management: Sessions management: net sessionsnet sessions

� displays a list of established SMB sessionsdisplays a list of established SMB sessions

� can disconnect any session (can disconnect any session (/delete/delete))

� Shared resources management: Shared resources management: net filesnet files

� displays a list of accessed local resourcesdisplays a list of accessed local resources

� can close any shared resource (can close any shared resource (/close/close))
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SMB sessions managementSMB sessions management
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SMB as a transport protocolSMB as a transport protocol

� SMB as a transport protocolSMB as a transport protocol

� IPC$ share: gives access to named pipes over the IPC$ share: gives access to named pipes over the 
networknetwork

� Named pipes are used to transport remote procedure Named pipes are used to transport remote procedure 
callscalls

� DCE RPC over SMBDCE RPC over SMB

� Named pipes are used as DCE RPC endpointsNamed pipes are used as DCE RPC endpoints
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MSRPCMSRPC

� MSRPC introductionMSRPC introduction

� Typical MSRPC protocol sequencesTypical MSRPC protocol sequences

� named pipes: ncacn_npnamed pipes: ncacn_np

� LPC ports: ncalrpcLPC ports: ncalrpc

� TCP/IP: ncacn_ip_tcp, ncadg_ip_udpTCP/IP: ncacn_ip_tcp, ncadg_ip_udp

� NULL sessionsNULL sessions

� RPC services examplesRPC services examples

� MSRPC securityMSRPC security
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MSRPC: introductionMSRPC: introduction

� Microsoft implementation of DCE RPCMicrosoft implementation of DCE RPC

� Used in all versions of Windows NT, at all levelsUsed in all versions of Windows NT, at all levels

� Typical use: NT domains, remote administration, DCOMTypical use: NT domains, remote administration, DCOM

� A brief history of WindowsA brief history of Windows

� http://www.advogato.org/article/596.htmlhttp://www.advogato.org/article/596.html

� Transport independentTransport independent

� TCP/IP,  IPX/SPX, NETBEUI,...TCP/IP,  IPX/SPX, NETBEUI,...

� SMB transport (Windows-specific), using named pipes as SMB transport (Windows-specific), using named pipes as 
DCE RPC endpointsDCE RPC endpoints

� DCE RPC Protocol Data Units (PDUs) are sent over named DCE RPC Protocol Data Units (PDUs) are sent over named 
pipes, using SMB commands pipes, using SMB commands 
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MSRPC transportMSRPC transport

� MSRPC typical protocol sequencesMSRPC typical protocol sequences

� ncacn_np: named pipes (using SMB)ncacn_np: named pipes (using SMB)

� ncalrpc: LPC (Local Procedure Calls) portsncalrpc: LPC (Local Procedure Calls) ports

� ncacn_ip_tcp, ncadg_ip_udp: TCP or UDP portsncacn_ip_tcp, ncadg_ip_udp: TCP or UDP ports

� Other transports: ncacn_http (HTTP transport), Other transports: ncacn_http (HTTP transport), 
IPX/SPX, NetBeui..IPX/SPX, NetBeui..
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MSRPC services classificationMSRPC services classification

� MSRPC services classificationMSRPC services classification

� ncacn_np RPC servicesncacn_np RPC services

� NT 4.0 domainsNT 4.0 domains

� remote administration toolsremote administration tools

� ncacn_ip_tcp and ncadg_ip_udp RPC servicesncacn_ip_tcp and ncadg_ip_udp RPC services

� Active Directory domains Active Directory domains 

� DCOMDCOM
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Named pipesNamed pipes

� Inter-Process Communication (IPC) mechanismInter-Process Communication (IPC) mechanism

� Locally or over the network (using SMB)Locally or over the network (using SMB)

� Implemented by a file system driverImplemented by a file system driver

� npfs.sys (Ex: \Device\NamedPipes\lsass)npfs.sys (Ex: \Device\NamedPipes\lsass)

� Named pipes enumeration toolNamed pipes enumeration tool

� pipelist (sysinternals.com)pipelist (sysinternals.com)
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Named pipes: W2KNamed pipes: W2K
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Named pipes: W2K3Named pipes: W2K3
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npfs aliasesnpfs aliases

� Named pipes aliasesNamed pipes aliases

� Npfs\Aliases registry value Npfs\Aliases registry value 

� \pipe\lsass aliases\pipe\lsass aliases

� Windows NT, 2K, XP, Server 2003:  \pipe\{netlogon, lsarpc, samr}Windows NT, 2K, XP, Server 2003:  \pipe\{netlogon, lsarpc, samr}

� \pipe\ntsvcs aliases: \pipe\ntsvcs aliases: 

� Windows NT, 2K: \pipe\{srvsvc, wkssvc, eventlog, browse, msgsvc, Windows NT, 2K: \pipe\{srvsvc, wkssvc, eventlog, browse, msgsvc, 
svcctl, w32time (W2K only)}svcctl, w32time (W2K only)}

� Windows XP, Server 2003: \pipe\{eventlog, svcctl}Windows XP, Server 2003: \pipe\{eventlog, svcctl}
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npfs aliases: registry valuesnpfs aliases: registry values
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DCE RPC remote mgmt interfaceDCE RPC remote mgmt interface

� DCE RPC mgmt interfaceDCE RPC mgmt interface

� interface: set of related operationsinterface: set of related operations

� management interfacemanagement interface

� Implicitly supported by any DCE RPC serviceImplicitly supported by any DCE RPC service

� ifids tool (Todd Sabin)ifids tool (Todd Sabin)

� Identification of named pipes used as MSRPC Identification of named pipes used as MSRPC 
endpoints, using ifidsendpoints, using ifids

� Ifids -p ncacn_np -e \pipe\Ifids -p ncacn_np -e \pipe\pipe_namepipe_name \\ \\UNC_nameUNC_name
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ifids: named pipes endpointsifids: named pipes endpoints



Copyright Hervé Schauer Consultants 2001-2002  -  Reproduction InterditeCopyright Hervé Schauer Consultants 2001-2002  -  Reproduction Interdite6262 / 92 / 92 Copyright Jean-Baptiste Marchand – HSC – 2003Copyright Jean-Baptiste Marchand – HSC – 2003

ncalrpc: LPC port endpointsncalrpc: LPC port endpoints
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ifids: LPC ports endpointsifids: LPC ports endpoints
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NULL sessionsNULL sessions

� NULL sessionNULL session

� Unauthenticated SMB session to the IPC$ shareUnauthenticated SMB session to the IPC$ share

� Actually, authentication is realized with empty username and Actually, authentication is realized with empty username and 
password, hence the NULL session terminologypassword, hence the NULL session terminology

� Can be used by an attacker to gather information about a Can be used by an attacker to gather information about a 
remote systemremote system

� Using RPC calls over the ncacn_np transport Using RPC calls over the ncacn_np transport 
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NULL sessions: access controlNULL sessions: access control

� Access controls involved in a NULL sessionAccess controls involved in a NULL session

� IPC$ share connection: always (implictly) permittedIPC$ share connection: always (implictly) permitted

� IPC$ missing in the NullSessionShares registry valueIPC$ missing in the NullSessionShares registry value

� Named pipes access: named pipe dependentNamed pipes access: named pipe dependent

� NullSessionPipes registry value + hardcoded names NullSessionPipes registry value + hardcoded names 

� Runtime (RPC operations) checksRuntime (RPC operations) checks

� At runtime + DACL on SAM and LSA objectsAt runtime + DACL on SAM and LSA objects

� Access control, using the impersonation token of the NULL Access control, using the impersonation token of the NULL 
sessionsession
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NULL sessions: registry valuesNULL sessions: registry values

� Registry valuesRegistry values

� NullSessionShares: shares to which it is possible to NullSessionShares: shares to which it is possible to 
connect with a NULL sessionconnect with a NULL session

� NullSessionPipes: named pipes that can be opened in NullSessionPipes: named pipes that can be opened in 
the context of a NULL session to IPC$the context of a NULL session to IPC$
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NULL sessions: implictly allowed NULL sessions: implictly allowed 
named pipesnamed pipes

� Hardcoded named pipes (srv.sys)Hardcoded named pipes (srv.sys)

� \pipe\{lsarpc,samr,netlogon,wkssvc,srvsvc,browser}\pipe\{lsarpc,samr,netlogon,wkssvc,srvsvc,browser}
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NULL session: impersonation tokenNULL session: impersonation token

� NULL session impersonation tokenNULL session impersonation token

� By default, contains the EVERYONE SIDBy default, contains the EVERYONE SID

� Anything allowed for the EVERYONE SID is possible in a Anything allowed for the EVERYONE SID is possible in a 
NULL session  NULL session  

� Registry valuesRegistry values

� RestrictAnonymous: NT4, W2KRestrictAnonymous: NT4, W2K

� When set to 2, removes EVERYONE from the tokenWhen set to 2, removes EVERYONE from the token

� EveryoneIncludesAnonymous: WXP, W2K3EveryoneIncludesAnonymous: WXP, W2K3

� When unset, equivalent to RestrictAnonymous == 2When unset, equivalent to RestrictAnonymous == 2
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RPC services: NT 4.0 domainsRPC services: NT 4.0 domains

� NT 4.0 domainsNT 4.0 domains

� Use RPC services, using named pipes endpointsUse RPC services, using named pipes endpoints

� Typical named pipesTypical named pipes

� lsarpc: LSA (Local Security Authority) RPC servicelsarpc: LSA (Local Security Authority) RPC service

� samr: SAM (Security Account Manager) RPC servicesamr: SAM (Security Account Manager) RPC service

� netlogon : netlogon RPC servicenetlogon : netlogon RPC service
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RPC services: administration toolsRPC services: administration tools

� Windows administration toolsWindows administration tools

� Administration API use RPC functionsAdministration API use RPC functions

� Different transports are used for a local or a remote Different transports are used for a local or a remote 
systemsystem

� Local system: ncalrpc or ncacn_np transportsLocal system: ncalrpc or ncacn_np transports

� Remote system: ncacn_np transport  Remote system: ncacn_np transport  
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RPC-based administration toolsRPC-based administration tools

� RPC-based administration toolsRPC-based administration tools

� server manager, services manager, registry editor, server manager, services manager, registry editor, 
event viewer, IIS administration, dns server, task event viewer, IIS administration, dns server, task 
scheduler, certificate service, ...scheduler, certificate service, ...

� Named pipes (endpoints) names identify the serviceNamed pipes (endpoints) names identify the service

� svcctl (services management), winreg (remote registry), svcctl (services management), winreg (remote registry), 
inetinfo (iis5), eventlog (eventlog service), ...inetinfo (iis5), eventlog (eventlog service), ...

� New administration tools use WMI  New administration tools use WMI  

� thus DCOM, thus RPC services over TCP/IPthus DCOM, thus RPC services over TCP/IP
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Remote administration: exampleRemote administration: example
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MSRPC security: transport protocolsMSRPC security: transport protocols

� Protocol sequences that can be reached remotelyProtocol sequences that can be reached remotely

� A RPC service that listen on TCP/IP can be reached A RPC service that listen on TCP/IP can be reached 
remotelyremotely

� Most RPC services listening on TCP/IP are bound to all Most RPC services listening on TCP/IP are bound to all 
network interfaces (0.0.0.0)network interfaces (0.0.0.0)

� For some RPC services, it is possible to configure interfaces For some RPC services, it is possible to configure interfaces 
binding restrictionsbinding restrictions

� http://www.hsc.fr/ressources/breves/min_srv_res_win.en.htmlhttp://www.hsc.fr/ressources/breves/min_srv_res_win.en.html

� A RPC service that listen on named pipes can be A RPC service that listen on named pipes can be 
reached remotelyreached remotely

� If the server service is running and bound to a network If the server service is running and bound to a network 
adapteradapter
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MSRPC security: authenticationMSRPC security: authentication

� RPC services: authenticationRPC services: authentication

� ncacn_np (named pipes)ncacn_np (named pipes)

� Authenticated at the SMB level (SMB session authentication)Authenticated at the SMB level (SMB session authentication)

� But NULL sessions allow unauthenticated calls to RPC services But NULL sessions allow unauthenticated calls to RPC services 

� ncacn_ip_tcp, ncadg_ip_udpncacn_ip_tcp, ncadg_ip_udp

� Most Active Directory RPC services require authentication Most Active Directory RPC services require authentication 

� at the DCE RPC levelat the DCE RPC level

� Bind, Alter Context DCE RPC PDUsBind, Alter Context DCE RPC PDUs

� Legacy RPC services do not require authenticationLegacy RPC services do not require authentication

� Example: MSRPC services running in the Messenger serviceExample: MSRPC services running in the Messenger service

� MS03-043 security bulletin, vulnerability published by LSDMS03-043 security bulletin, vulnerability published by LSD
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RPC authentication: ncacn_ip_tcpRPC authentication: ncacn_ip_tcp

� SPNEGO authentication (NTLM or Kerberos V)SPNEGO authentication (NTLM or Kerberos V)
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MSRPC implementation quirksMSRPC implementation quirks

� MSRPC implementation quirksMSRPC implementation quirks

� Inside a given process, all RPC services can be reached Inside a given process, all RPC services can be reached 
using any opened endpoints!using any opened endpoints!

� If one RPC service listens on a TCP port or a named pipe, all If one RPC service listens on a TCP port or a named pipe, all 
RPC services running in the hosting process can be reached RPC services running in the hosting process can be reached 
using this endpointusing this endpoint

� Even if a RPC service only listens on a local-only transport Even if a RPC service only listens on a local-only transport 
(ncalrpc), it might be exposed to the outside(ncalrpc), it might be exposed to the outside

� Most Windows services run in shared processes (services.exe, Most Windows services run in shared processes (services.exe, 
svchost.exe)svchost.exe)

� thus RPC services run by Windows services can be reached using any thus RPC services run by Windows services can be reached using any 
opened endpointopened endpoint
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services.exe RPC services: exampleservices.exe RPC services: example

� services.exe RPC servicesservices.exe RPC services

� All RPC services running inside W2K services.exe All RPC services running inside W2K services.exe 
process can be reached, using either a named pipe or a process can be reached, using either a named pipe or a 
UDP port as endpointUDP port as endpoint
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RPC services protectionRPC services protection

� RPC services protectionRPC services protection

� RPC services exposure problem acknowledged by RPC services exposure problem acknowledged by 
MicrosoftMicrosoft

� New APIs: RpcServerRegisterIfEx(), RpcServerRegisterIf2()New APIs: RpcServerRegisterIfEx(), RpcServerRegisterIf2()

� Allow specification of a security-callback function, on a per-Allow specification of a security-callback function, on a per-
interface basisinterface basis

� Can be used to verify that the protocol sequence used by a Can be used to verify that the protocol sequence used by a 
client is legal client is legal 

� Example: W2K3 lsasrv.dll: 3 RPC services use Example: W2K3 lsasrv.dll: 3 RPC services use 
RpcServerRegisterIfEx() with a security-callback function that verifies RpcServerRegisterIfEx() with a security-callback function that verifies 
the protocol sequencethe protocol sequence

� Ex: 1cbcad78-df0b-4934-b558-87839ea501c9 v0.0 (dsrole)Ex: 1cbcad78-df0b-4934-b558-87839ea501c9 v0.0 (dsrole)

� Only reachable locally, via the dsrole LPC port Only reachable locally, via the dsrole LPC port 
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ncalrpc vs ncacn_npncalrpc vs ncacn_np

� Many RPC services are locally used by Windows Many RPC services are locally used by Windows 
componentscomponents

� ncalrpc protocol sequencencalrpc protocol sequence

� However, some RPC services also listen on ncacn_np However, some RPC services also listen on ncacn_np 
protocol sequence at the same timeprotocol sequence at the same time

� Not very clear why (when RPC services are not supposed to Not very clear why (when RPC services are not supposed to 
be reached remotely)be reached remotely)

� Example of the File Protection Subsystem RPC serviceExample of the File Protection Subsystem RPC service

� Typically a local-only RPC interfaceTypically a local-only RPC interface

� W2K and WXP endpoints: SfcApi named pipe, SfcApi LPC portW2K and WXP endpoints: SfcApi named pipe, SfcApi LPC port

� Windows Server 2003 endpoint: SfcApi LPC port Windows Server 2003 endpoint: SfcApi LPC port onlyonly

� It seems that Windows Server 2003 RPC services choose It seems that Windows Server 2003 RPC services choose 
more carefully their protocol sequencesmore carefully their protocol sequences
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MSRPC vulnerabilitiesMSRPC vulnerabilities

� MSRPC vulnerabilitiesMSRPC vulnerabilities

� Past vulnerabilitiesPast vulnerabilities

� MS01-041: Malformed RPC Request Can Cause Service MS01-041: Malformed RPC Request Can Cause Service 
FailureFailure

� MS01-048: Malformed RPC Request to RPC Endpoint MS01-048: Malformed RPC Request to RPC Endpoint 
Mapper can Cause RPC Service to Fail (Windows NT 4.0)Mapper can Cause RPC Service to Fail (Windows NT 4.0)

� MS03-001: Unchecked Buffer in Locator Service Could Lead MS03-001: Unchecked Buffer in Locator Service Could Lead 
to Code Execution to Code Execution 

� MS03-010: Flaw in RPC Endpoint Mapper Could Allow MS03-010: Flaw in RPC Endpoint Mapper Could Allow 
Denial of Service AttacksDenial of Service Attacks
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MSRPC vulnerabilities, cont.MSRPC vulnerabilities, cont.

� MSRPC vulnerabilitiesMSRPC vulnerabilities

� Recent vulnerabilitiesRecent vulnerabilities

�  MS03-026: Buffer Overrun In RPC Interface Could Allow  MS03-026: Buffer Overrun In RPC Interface Could Allow 
Code ExecutionCode Execution

� Published by the LSD research group: Published by the LSD research group: http://www.lsd-pl.nethttp://www.lsd-pl.net

� Vulnerability affecting RPC interfaces in the rpcss service, which Vulnerability affecting RPC interfaces in the rpcss service, which 
opens the following endpointsopens the following endpoints

� 135/tcp (ncacn_ip_tcp), 135/udp (ncadg_ip_udp), 135/tcp (ncacn_ip_tcp), 135/udp (ncadg_ip_udp), 
\pipe\epmapper (ncacn_np), epmapper LPC port (ncalrpc)\pipe\epmapper (ncacn_np), epmapper LPC port (ncalrpc)

� Typically exploitable via 135/tcpTypically exploitable via 135/tcp

� Other vulnerability discoveredOther vulnerability discovered

� Microsoft Windows 2000 RPC DCOM Interface DOS AND Privilege Microsoft Windows 2000 RPC DCOM Interface DOS AND Privilege 
Escalation VulnerabilityEscalation Vulnerability

� Flashsky (Xfocus) Flashsky (Xfocus) 
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MSRPC vulnerabilities, cont.MSRPC vulnerabilities, cont.

� MSRPC vulnerabilities, cont.MSRPC vulnerabilities, cont.

� Recent vulnerabilitiesRecent vulnerabilities

� MS03-039: Buffer Overrun In RPCSS Service Could Allow MS03-039: Buffer Overrun In RPCSS Service Could Allow 
Code ExecutionCode Execution

� Was supposed to fix three additional vulnerabilities of RPC/ORPC Was supposed to fix three additional vulnerabilities of RPC/ORPC 
services running in the rpcss serviceservices running in the rpcss service

� Discovered by Tenable Network Security (Xue Yong Zhi and Renaud Discovered by Tenable Network Security (Xue Yong Zhi and Renaud 
Deraison), NSFOCUS Security Team and eEyeDeraison), NSFOCUS Security Team and eEye

� It seems that a denial of service attack is still possible on systems with It seems that a denial of service attack is still possible on systems with 
MS03-039 applied (as disussed on bugtraq@ on 2003/10/10)MS03-039 applied (as disussed on bugtraq@ on 2003/10/10)
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MSRPC vulnerabilities, cont.MSRPC vulnerabilities, cont.

� MSRPC vulnerabilities, cont.MSRPC vulnerabilities, cont.

� Recent vulnerabilitiesRecent vulnerabilities

� MS03-043: Buffer Overrun in Messenger Service Could Allow MS03-043: Buffer Overrun in Messenger Service Could Allow 
Code ExecutionCode Execution

� Published by LSDPublished by LSD

� Windows Messenger service runs two RPC services, which can be Windows Messenger service runs two RPC services, which can be 
used to send popup messages over MSRPC, via UDP (ncadg_ip_udp)used to send popup messages over MSRPC, via UDP (ncadg_ip_udp)

� In addition to the traditional SMB transportIn addition to the traditional SMB transport

� The RPC transport was already "exploited" to send popup spam (see The RPC transport was already "exploited" to send popup spam (see 
http://www.mynetwatchman.com/kb/security/articles/popupspam/)http://www.mynetwatchman.com/kb/security/articles/popupspam/)

� Another specificity of the MSRPC implementation is that it is possible Another specificity of the MSRPC implementation is that it is possible 
to reach a RPC service listening on ncadg_ip_udp via 135/udpto reach a RPC service listening on ncadg_ip_udp via 135/udp

� See next slideSee next slide
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Messenger RPC service Messenger RPC service 
(ncadg_ip_udp)(ncadg_ip_udp)
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MSRPC security: conclusionMSRPC security: conclusion

� MSRPC implementation is apparently fragile...MSRPC implementation is apparently fragile...

� .. but MSRPC is here to stay .. but MSRPC is here to stay 

� core Windows technologycore Windows technology

� Possible workaroundsPossible workarounds

� Minimizing running RPC servicesMinimizing running RPC services

� Using IP filtering Using IP filtering 

� Including ports used by additional protocol sequences Including ports used by additional protocol sequences 

� 139/tcp, 445/tcp for ncacn_np139/tcp, 445/tcp for ncacn_np

� 593/tcp for ncacn_http593/tcp for ncacn_http
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References: booksReferences: books

� BooksBooks

� Inside Windows 2000Inside Windows 2000. Mark Russinovitch & David . Mark Russinovitch & David 
Salomon. Microsoft Press.Salomon. Microsoft Press.

� Programming Windows SecurityProgramming Windows Security. Keith Brown. Addison . Keith Brown. Addison 
WesleyWesley

� DCE/RPC over SMB: Samba and Windows NT Domain DCE/RPC over SMB: Samba and Windows NT Domain 
InternalsInternals. Luke Kenneth Casson Leighton. MTP. Luke Kenneth Casson Leighton. MTP

� Implementing CIFSImplementing CIFS. Christopher R. Hertel. Prentice . Christopher R. Hertel. Prentice 
Hall.Hall.

� http://www.ubiqx.org/cifshttp://www.ubiqx.org/cifs
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References: toolsReferences: tools

� ToolsTools

� Sysinternals tools Sysinternals tools 

� Filemon, regmon, Process Exploter, PsTools, TCPView, Filemon, regmon, Process Exploter, PsTools, TCPView, 
TDIMon, ...TDIMon, ...

� http://www.sysinternals.comhttp://www.sysinternals.com

� Todd Sabin's toolsTodd Sabin's tools

� RPC Tools, PipeACL Tools, ACL toolsRPC Tools, PipeACL Tools, ACL tools

� http://razor.bindview.comhttp://razor.bindview.com

� Dave Aitel's SPIKE toolkitDave Aitel's SPIKE toolkit

� dcedump, ifidsdcedump, ifids

� http://www.immunitysec.comhttp://www.immunitysec.com
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Reference: EtherealReference: Ethereal

� Ethereal: open-source network analyzerEthereal: open-source network analyzer

� Simply the best network analyzer! (Unix & Windows)Simply the best network analyzer! (Unix & Windows)

� Windows-related protocols particularly well dissectedWindows-related protocols particularly well dissected

� NetBT, SMB/CIFSNetBT, SMB/CIFS

� DCE RPC (most packet-dcerpc-* dissectors are for MSRPC DCE RPC (most packet-dcerpc-* dissectors are for MSRPC 
interfaces)interfaces)

� Network authentication protocols: NTLMSSP, Kerberos V Network authentication protocols: NTLMSSP, Kerberos V 
(including SPNEGO)(including SPNEGO)

� Looking at Windows network trafic is the only way to Looking at Windows network trafic is the only way to 
understand how Windows networks really work!understand how Windows networks really work!

� http://www.ethereal.comhttp://www.ethereal.com
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References: TCP/IP stackReferences: TCP/IP stack

� Windows TCP/IP stackWindows TCP/IP stack

� Windows Network Data and Packet FilteringWindows Network Data and Packet Filtering

� http://www.ndis.com/papers/winpktfilter.htmhttp://www.ndis.com/papers/winpktfilter.htm

� Microsoft Windows 2000 TCP/IP Implementation Microsoft Windows 2000 TCP/IP Implementation 
DetailsDetails

� http://www.microsoft.com/technet/itsolutions/network/deploy/depovg/http://www.microsoft.com/technet/itsolutions/network/deploy/depovg/
tcpip2k.asptcpip2k.asp
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References: other publicationsReferences: other publications

� Other publicationsOther publications

� DocumentsDocuments

� Windows network services internalsWindows network services internals

� Research paper on which this presentation is basedResearch paper on which this presentation is based

� http://www.hsc.fr/ressources/articles/win_net_srv/http://www.hsc.fr/ressources/articles/win_net_srv/

� Minimizing Windows network servicesMinimizing Windows network services

� Describes a possible methodology to close all TCP and UDP ports on a Describes a possible methodology to close all TCP and UDP ports on a 
 Windows system Windows system

� http://www.hsc.fr/ressources/breves/min_srv_res_win.en.htmlhttp://www.hsc.fr/ressources/breves/min_srv_res_win.en.html

� PresentationPresentation

� Windows network services for Samba folksWindows network services for Samba folks

� http://www.hsc.fr/ressources/presentations/sambaxp2003/http://www.hsc.fr/ressources/presentations/sambaxp2003/
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Thanks!Thanks!

� Thanks to people working on Windows systems Thanks to people working on Windows systems 
research!research!

� Samba communitySamba community

� Ethereal communityEthereal community

� Security communitySecurity community

� You know who you are!You know who you are!
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Questions?Questions?

Thank you!


