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FURTHER READING

The EFF’s website is an amazing resource with
a fot of information we didnt have room o

et imfo. Check ouf +heir Surveillance Self-Defense
Guide (ssd.eff.org), maybe read an article about
securely deleting your data.

I youd like o know more about doxxing & its
affermath, read the Crimethinc “Doxcare” article.

I you like podcasts. check out Reply All episodes
1303 The Snapchat Thief and 97: what Kind of Idiot
Gets Fished?



P e ot e — .t o — - — ot — _— —
—— s ————

ACT'V | TV SECTION
@ @4 should do +this ﬁdoyD

o e e e )% ———

AY

Digital Securi\y Action Hems

\
|

!

!

O Get a password manager & change all your l
passwords 1o secure, randor:zy generated ones. :
(Consider Dashlane, 1Password, or LastPass) :

O Check your emails af haveibeenpwned.com |

fo see what data breaches youve peen |‘
involved in and prioritize changing those |
passwords :

O Sign up for services with a different }
email from the one you use for essential |
accounts (bank, etc) :

O tum on 2-factor authentication €verywhere }
Cand use an authentiCator app or YubiKey }
rather than your phone number) ,

i

|

i

O Lock your credit (only unlock for credit checks)
(For instructions, look at the FTC site in citations)'® |

%

Thanks for readin
and see you next+ime!
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/ __/ ncryption matters when you're sending data

/ _/ that has the potential to be inspected by
/__/ uninvited third parties. It works by making
this data look like gobbledygook to those without the
decryption key. Encryption is everywhere-- from your
pank account to your intevaction with nearly every
website you visit. (Terms like ‘military grade
encryption’ don’t mean much-- modern encryption
standards are ‘military grade’)

/ 7/ ommunication: for messaging and email you want
/ /__ END TO END ENCRYPTION where ¥our messages are
\__7 encrypted both on their way ¥rom your phone to
whoever you're talking to, and also encrypted from the
app you're messaging on, so the app’s servers can‘t
see them. That way even if your messaging service is
subpoenaed or hacked there’'s nothing to see.

/T \ asswords: the best encryption is worth nothing
/ __/ if you don’'t have 3 strong password? You knew
/! it was coming-- it's time to actually change
all your passwords. EVERY password you use should be
long, unique and random. If you can’t remember all
youi passwords, you should get 3 password manager.
DON'T reuse passwords.l
| -- INSERT--
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H would be a full-time job +o protect your
everything from everyone;

ASSES SMENT

-he Electronic Frontier Foundation CEFF)
suggests asking:"

. what do | want +o protect?
(messages, locatron, password's)
.who do | want to protect it from?
( people; +he gwernmenf)
. How bad are the consequences if | fail?
C humiliation, arrest, assault)
. How likely is it that I'll need +o protect it?
(do you have a public presence? been uictim of a breach?)
. How much hassle am [ willing fo go +hrough?
Chaving a secref phone humber is a lo} of work, for example)

For more information, check out the EFF’s
digital security guide for activists in the cifations!'®

I've never done anything illegal-- why
Should | care about internet security?

You could still be fargeted by malicious actors

. ou're secure, +hen t+he people aqround
oG~ your friends, neighbors, contacts- will
be more secure,+00

« Security shouldrit e a precaution— view
i+ as a right
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SO YOU BROUGHT YOUR
PHONE ™ * PROTEST

STEP 1. Reconsider: Try a brief digital detox,
or acquire a phone without your personal
information +hat you only furrn on af protests

Your personal data- the contents of

your +exds and calls, your photos (STEP i
and emails are protected and STEP 2. So youl 5, Think
require a warrart fo search. Its bring a phone: ““""’pp.‘,‘”?,?fe B%a
hord, if not impossible, 4o see +his Assume it will be o "Zn#n ’
data wieut Physical access o your confiscated. Remove o e
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our /metadata is not so well protected (messages, images, W ( is locked.
Metadata is everythin excepv‘e“orffhe ' etc) ’ O Keer N d
Your Sensible | @ home it/ phone N
wr Set content of your dafa-Yts the data airplane mode
avout your data. This includes and/or a
‘ +imes+tamps, subject lines, geolocation, signal-blocking [ STEPG. Heading
23%am  who you call, the websites you visi+T Much STEP 3. Turn off L pouch. home: If you’ll
on+his information is stored by your piometrics: Unlock (0 Qeed {g'a’g"? g
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2:43am ) pin - not your | like signrg navigate w'+h.
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+o remove -this metadatq is +o Sg';my all ocfiviy on them - alwagf be susp?éf‘éus“gpdo,',@’ﬁe‘;f:ﬂorks
P—— +the image. o yourself through Signal.3 g”d never connect af profests.
2:50am ) » Stingrays mimic cell phone towers
$3q,q.g iss fjotf. kerg’#-j h?g./.o l{;, %?ﬁs dfgvegu ou' 90:7% daf’,O from gagw" phone—fex‘gdcg?lls/?%c%?-.on,
cedit card now Word does +oo? Noxt sedrches... They're uSually operated in vehicles.
+ime, consider a PDF. * Dirtboxes, a similar device with a wider range, mount
on an aircraft. To protect against +his, use air%lone. ?:giee ¢ 5




